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Meltdown In the Enclave

® |ntel’s secure enclave, SGX promises an Isolated memory space

® Can run code that Is trusted, prevent indirect access of protected space
® But it uses the processor core and cache hierarchy

®x (Get it to run a job so It has data in cache

® Beforehand, set up array of 256 slots at 4K intervals



Complex Setup

® Revoke all permissions on enclave
® Step through array to re-establish array slot TLB entries

®x Run out-of-order instructions to do an indirect access to the array using a
cached value as the pointer

® Provide exception handler for page fault that does a timing scan of cache



Optimizations

® Use page aliasing ro reduce effect ot mprotect call

® Hide exception handling in a transaction to suppress faults
®x ush cache betore enclave execution to make room

® Repeatedly load the indirect location to keep it in cache

® PN victim enclave to a core to reduce interference



Preemptive Strike

® [orce enclave to exit early to ensure data stays in cache
® Use advanced interrupts to single step the enclave
x SGX stores it registers In a frame of a fixed SSA stack

®x Revoke execute permission to force a page fault, which causes a SSA
frame to retill, bringing It into the cache

®x Read out the register values



Root Adversary Read of SGX

®x Fvict the a page from the enclave page cache then reload it
®x Reload copies the page in L1 and doesn't evict it

® Enables a root process to read enclave content without executing It



Viore Attacks

®x Can steal Launch Enclave keys

x Can steal keys from Quoting Enclave



NN NN DIDINDNN NN NN

N ! NS SIS S A S S S

NN YNNI NN NN SOOI

NS Y ) PO DS 0090000000000 00068600
00000 000000000009900080000009000

~ NN - . \v E 57 P,
091094 00900000.09.000.000000000 9000 i .
AN ,MJ)JJJHJIJJJ)JJJ%WJJJJJ%%%wﬂdwﬂd Q%ydd OO0 JJJLJJJ e o
000000000 8000000000000e00800 QﬂJQyoy Qy 0y NIIIIRIIIDDDINN
/0)00/01010:0/00.0/0.90/0.0.0/0000 0000600 ) { { N 09000009009
_pubu);JJ@J))J)u))JJJJJJJJJJJJmeQup o _‘

j
3
o
o
3
8
o
D
o
2
°
\J
3
)
JJ
P
QJ
5

=< )
.
s
A
5%
8
=)
JJ
8.
o8
23
°8
o0
=)
e®
o8
)
sSss
i
8%e®

3 J
23
3
59,
o)
=2
=9
23
®
‘)'s)
e
o9
o
‘)")
o®.
S
o
®
e

)
Jj)
J)J
J))
)))
))J
))J
JJJ
J))
3
L3
S
856
J{g
828,
ssss

JJ
S
3392
35
28

-

2

J

=)

J

J

o

\J
S

\J
S

8
260!
o%s
o

o

2
®
)

J
J
J

)

|

JJJ)JJ;;:;»»
000000009900

NS
608,
20

s
o®.
JJ
o®
®
®

)
9,
9

8255556

33

S0 08,

)&Q .

3

> o
)
°

e Pt
050e0s
00505®.
Jjg333
P <)

ssse

S,
D
®
D)
o
9,
o2

33
JJJ
=0
s
J.
o
°
S
]
s

el
o
J
)
o,
J g
®,
°

33

©,
)~
®,

0.9
050
3H
53

°

~
e
J
)
\J
o,
059,
5
®
D
o

D
®
o®
3
3
<2
®
<)

~
J
°®.
52
52
J\)
o®
og00
°®
33
o

®®)
23
ses
o,

ses:

Y
J
5
O

—
Bu®
2320
829,
323
820,
828
)3J3
ssss
35333

- -
B @
D

9

I

J

&

I
J

)
2
o8
20
o8
egoge
333)

9
2
J
J
J
O
")
)
)
)

)000.0.000.00 )
NNYNY Y
J)J)Lﬂf)%ﬂxmy,

) J') I
J/Jj)j)
D@ ® @
©n®
D ®u® @
D09
B8 ®,
0.9 9
800 ®.
®
B0 0p®,
LIPS
850,80
SO0 0L
sg8 g0 e
%% 33

J

>0
JJJ%
JJJ
050!
5
o5,
oge
050
b ®
020
=0

)
o
232

.9
.J))
43
JJJ
JJ)
))J
o5
)Ji
DB o

:))\)
o000
I3

o

_)\)

5

oo

J

)J

®

33 ‘
o5
3
®
&
23
‘) )

&
JJ)§§§§3

343
050,
ege.
J)J
))J
J))
IS
<)

J33
er
\)ﬁ
3
®
® o

®,
%
‘)\j

D
J

J
<
5=

\J
233
®,
)J
JJ
‘))
B
)J
)J

\J
o,
)
®,
IS5
J
S
J

b )

006"
)
<
)

A

L)

.

Jg
o8
23
o8
3
2

T jeeeee
U OOO00000

3
33
o
‘)J
)J

'

<)
eseses
'Jdﬁgé
©,
oo
® o
JJ
J-)
B
J)
33
8

et
)
by
‘ 3‘0
ego0:
2323
)
2325
234
2320
<3<
J

o,
J
®,
°,
o
9
J
J
J
J
J

¥

o,
)
L)
L)
L)
.9
o5®.
8.0
0.0
)
3
J
2

9.

J%3~_
333433
33393
3
©L®
.09
=)
))))J
P
)J
5.8

o
Y

e%s¢
3
og
=)
o
5
3
e
J)
®,
\J
J
5
J
)J
o9
J
9.

33
33
®
J
3
©
3
)
D
3
))
J

\J
\J
®,
)
o
9
®,
®
)
J
J
J
o)
J
o
J

®
)
o,
9

@ @ o
O
J
J
J
J
J
J

~

®,
o,
)
J
)
)
J
J
J
J
J
J
J

bole 9.0/0/0/0/0/0/0.0.0.0¢ .
! 5.@0.%0«2!055 %«Q OO \vu\wy 0000000000000000009048
0000000 00000000000 YOO @ . )
00000000000 000000

O X 000006 ) ) _ Y S
X ?«o .noﬁ?ob ieiele .««a YARRAARS Wy\\wvvxy))ﬂﬂ))))ﬂ)))%)) ele.000 000000

§7 57

DI D

7 , 000 00000000000000000008

L) J\QJQQ@Q J;\Wﬁf\%ﬁﬂﬂﬂﬂﬂﬂf%YJ)JJJ)J))JjJMJJHJJH

®) ) 000000060000 00.00.00.0000000000000000000008

)00 ) 0000000 0000000000000000000000000

0 000 ©. 00.0.000.0/0.0.00.000.0000000000000000000

00000000000000000000000000000000000000000000000000ee
900000000000 0000006000000000000000000000009 )

900000090000000000006000,0000000000060000090! ) y

POPP0CO000000000000000000000000 0000000000000 N

NN SIS

Y Y Y YY)

)
J
o)
J

)

10000000 0000Re000000000000000000000000000000000008
0000000000000 N00000000000000000000000000000 )
SN YN YN NN NN NI

DD 0000000000000 0 0000000 DOOD D00 L6060 E
~ A~ N - -~ NISTNTS - ~ \ \ N~ NN -




NANNONONONSONONNONOSIN NSNS
\7 NN SOOI
PN DD OO DO P D0 0000000 0000000000000000
NN NN YN YN YN SNDYDNS SN I NN
NSO YN SN YOOI YNNI
PR DO NP PR0ND 000000000008 000 000000000000
BP0 00PN 00000000000 00000000 000000 00000000080
D) ) BB 00 SN0 S RN 00000000 00000000000000000000000000008 0008
) PP PODPPODDCO0 P00 0000000000000 00000000000000000 000004

PN NPNPNANPNININISINNS

>
J
2

J
J
J
J
J
J
J
J
S)
J
J
J
J
J
J

@
J
8
v
J
J
D
J
J
o
H3
o
j
29,
5
J
S

J
2
®
J

J
J
o
D
4
O
J
J
2
)
9
®
)
®
)
9,
®
o
®,
)

0000000000000 0000

) y NCY f
1010/9/0/9/0/0/0/00000.00006000 _
; JJJJJJJJJJJJJ¢yJnymymﬂxxy\mwu X
,MCJUJJJJJJ))JJJJJJJJJJJQ%J @) JJJQu 900 ) 0 ) 9/9.0.099I9
w))Hﬂmﬂ%ﬂﬂxﬂﬁ%ﬁﬂﬁﬂﬁﬁﬁﬁﬁﬁOQQgoﬂ%ﬂ\ﬁo ) JQ%QV pﬁJJJJu%mmwQﬁ@ﬁ@ﬁﬁﬁ@ﬁﬂﬂﬁﬂ?ﬂﬂﬂﬂﬂﬁﬂﬂff
olololololeleleleloloi0 10 e e 00 6/0.0/0000 00006000 % 006/6.0.1010.6.0 016600000 0000080000 e e eeennse
010000 MJ)f)J))J))J)J)J))J))))J)JJJJJJ\QJ JJ)JJ JJJ\WV 9000000 LN OO X J\wwu \wq JJJJJ\myJ JJJ%JJJJ)QJ)))J))JJJJ)))J)))))))J))))JJ)JJJ;) 29910
AR f)rjQJJJ)JJJ)J)JJJ)JJ)JJJJJJJJJJ J\VJ els ] J )] _w. PR \wu aleie JJJJJJJJJJJ IIIIIIIIIIIIAA
J,JJJJJJ))JJJ))J%ﬂﬂXﬂﬂﬂf ) 3 f ;I&Vﬁfi.35i ib. .A\yJﬁy \%WWMMﬂﬂﬂMﬂf%f)J%ﬂf)J))))JJJ S
,) L) ))J)JJJ ))))JJ)JJJ)))J))))J)JJJ)JJJJJJJJJQV ) %Bﬁ&uﬁwwﬁ%!wwwwgwﬁ ﬁ!ﬁk@ WO X Qou X JJwaww\wJJJJ)J)J)J)JJJJJJJJ)))))))))))))J)JJ)JJJJ)JJ ,),,, )
. Al S A J g )
PO 000000000 ) X )’ )’ 00090 000000000
W)JJJJJJ)JJQbOﬁﬁﬁ%JQQOJQ J& wa. ek Qud JJJJJJQﬂJJJ)JJJJJJJJJJVMhM“
900000.00000000060) . ©00.0.0:0.00.0:0.0.0.0010.0000

o5

000000000000

000 o)

JJJLﬂﬂﬂx%y

00000000

) 00900000

000900000

)000000000

0000000

) 000000

OOOO@QQW

00000

leloleie s e’s ol

ﬂbﬁﬁ@ﬂ@w

00000040 X

uﬂﬂﬁﬁﬁuﬁw .Qh;

Satatete e aete e e

00000 e0e0e

YO ) OOOK

000000000 i

)0000 0000

Jelelelo e e e 000000

00000000

)000.0 0000 ¢ )]

00000 _

)0 9000

0900000060 ) @0

JJJJJQJ ® YOX

h%xxxyq\y iwl

900000000 \
J)JJJJ; 900 0..0.0.....0.00...0..0000O00OOO0.000000..0.0000.lb.ﬂ.@..O.........O....O.
000000060 0000000000000 00000000000000000000000000000000 0000000000000 000000000

N~
9,
o
©,

®,
9
)

jJ
o
o
oge.
L)
o2

-
e
J
)
J
o,
\J
5

-
®
jg
o
20
59,
o®
JJ
3

Sl =D =< =
PPN
9

ot
)ijJjJJ
33333523
og0s

® ? )/ -y YN WYY
mr%ﬂﬂﬂﬂy$u oiiamr \%xﬂﬂﬂﬂLﬂ)J)) N
00000000 0000000000000
)000/00000. X 0000000000000089
0900000 0000000000000 00000000000000000000000000000000000000000000000000 _________ ©000000000000000
J))JJJJ\f 0000 X 0000000000000 00000000000000000000000000000000 Al 0000000000000000

090000000000 00 ) N 00000000000000
)900/0.0000.00. G XX 0 )00 eeeeeeeeeee0eeee eeeee 00000000000009 )
0000000080 evPe0000000000000000 .0.0.0.0001010191010/0'9'¢

o
o)
J
J
J
J
=
)
-
)
|
|

““@Po000000000COQOQOQO0O0

J
J
J
J
J
9,
9,
9,
9

10100000100
0100:00.00.00 000000/0.0.0000009

-
j)
®
S
2
29
<
=)
°
®
)
)
= ®
L)
)
o
o
o
D
o
.
D
J
J

)090 9000000 000000000000
09.00.00.0.0 ©.0.0009 0000009
)9.0/0.0000. 0000000000000

) JJJ
lj)j)
O 0
J)J))
L3
08
)
)
0=®
o )J
"

J
J

)
gé
S8

®
S
23

3
>

23
)

®
o0
39333
)jg.
339
)j)
333

®
)J,)
)j)
0. ®

-
\POOCOCOOOCOOCOOOPOOOOCOOCOOIOCOOOCOIOOOPOOGOS
.Jn.'...-:'....v....-....-....-..0.-...-...

°
®
o,
o,
o,
°
o
J
J
J
J
2

000000000000 00000000000000 0000\ Qe 0000000000000 00000000000000000e w< 0000000000008
0000000000000 00000000000000000000 QP. 00000000000

OO Qﬁﬁﬂﬂﬂ%ﬂﬂﬁﬂ#

.ﬂ? 000000000000

Jj%%é‘
)3Jﬁ33
PP
0=®
\PSIISJ
B0
0 =@ =9
I
<)
J))JJ)
B0 o ® o

J%ﬁﬂﬂﬁﬁﬂﬂﬁ
3K ) {

7 00000008
AW J%ﬁyJJJJJ)J

o,

o

ﬁ

eg®

3=
¢

3505
o

3

o®
S
5
5
o
¥ e
® 2

J
¥

o,
3J_
8%,
J

I
9528
333

®)

9
)
&
J
J

059,
959,
059
05°,
o5,
OE®,

o

°®

)
J§33
%'
oS0
3
933
320
D oo,
23

%
)

233
)
82
‘)\.)
JJ
) ‘)
o
o
%
¥

s
~
i
®,
o5
0y
20!
3
\)-)
o
<3
o
5
28
o

o8
P
®

s
)
28
<)
23
JJ
J

®
)
o,
J
75
9,
J
8,
J
J
0s®,
J

J){~)

b )

JQ))O
) L)
333 33
Jﬂ)ﬁJﬂ
B0
DO ®
82020
B0 ®,
234323
20 8

®
3
33
og
29,
®
5O
3

¥

9,
o,
o,
J
®,
' ®,
J
J
J
J
J
J

o,
o,
®,
)
-
)
2
J
J
J
J
Bu®,
S

J

0,0 .08
)

Jjg’j»
oge.
ogo.
o
ege
)J)
J)J
)JJ
))j
J
=3

o
050,
3
)
4 @
3

J

J

J

J

J

J

D

J

J

\3\)
33
oy
o
e,
o,
'
J
2
J)
J))
‘))

\)
33
)3
3
3

3
o

D
)
)J
St

L)

2
3
)
o8,
23
>8
2
°8
o®
23
2
D

D o

)
®
°
oo
egog
o0,
53
80|
=
920
>3
3=
52
®. 0
32
.0
D@
>
®.®
)
A
Ou®
D ®
J)J)
D@
<)

®

)

D)
L)
®
()

®
933
o5
=2
=8|
1333
7353
2
23
=8
43
)3
8

OLEXX X 00 XL
_ wﬁﬂo awo?ai 0000000000000000000000 OCX
00000000000000000000000000000000: ele0e

0000000000000 00 Jﬁ“ﬂﬂ“ﬂ

Q0!
JJJJJ
33§))J
o850
JJJJJ)
0. 9.0
sesege
PP
))))J)
JHN
8,00
))))J)
323494
B 2B v ® o
o ® =B o
B ® By
B0 e ® o
siee
333335
8.0 8

9,
)
J
J
J
J
=
J
S,
J
J
J
J
J
D
J
)
J

0 00 0000000
2/0/000000000000000 OOX 0000000000 Y. joi0)
..Jf 0 Jr k.«$W“r». { K7 I 1@ Y O%“NvJf\MwﬁﬁHU%ﬁHpﬁﬂﬂNﬁJLﬂﬁﬁﬂ/ﬂwﬁg ®
XX D000 0000000000000 0.00000000000000090000000006e
y QVQW‘\J,QY JOX , ) “\y \Wu%y 00.000000000000000000000)
elele ol o 0 0.0 0000000 oo 0000 6000000060000 0 00808800000
sl eceess0e0e00es0es o0 0 60 0 00000000 eeee Y. {
1016.0/0:9/6:0.0/000:000000000000000000000000000000000690900060080!
900000000006 QﬁJJ 00000000000000000006e00000000000000000
Mﬁxﬂﬁﬂﬂﬁﬂﬂﬂf J%ﬂﬂy\Nﬂy%ﬁW%xﬂﬂﬂﬂﬂﬂHWVﬁﬁﬁﬁﬂﬁOﬂﬂﬂﬁﬂﬂﬁ)J))J),
00000000000 000000000000000000

2
J
J
J
J
o
D
J
4
D .
J
J
D
J
B
J
J
2
2
J
)

)

R0 000 eeee00 0000000 ‘ SNV

0100000000000000000 00000000 0000000000000 000000
NN SIS Y S YIS N YISO 2
.‘}ff””“wJJ))J)JJJJJJJJJJJJJJJJJJ)J)JJJJJJJ)JJJ; 0106

YN Y M) PP P00 0000000000000 0000000000000 R0 00006 S

N N Y Y Y Y Y Y Y Y Y N Y Y Y Y Y N Y Y N N Y Y Y N N NN N SO N N NN NN N NN Y YT

. 0000000 N00000000000000000000000000000068

- . -~ - - o Ve o ¥V Ve Ve Y NN ™ o N

e ta et tatata

P e e e S e e e S e e G G L D e e e o o e S G S o G i G



Spy Process

x KNOws addresses of interest

® [Fushes them (or evicts through conflict)

®x Observes when they are reloaded

® |f addresses are dependent on data, then the data values can be recovered

®x Note that this is not like Meltdown or Specter



cflush and Inclusion Victims

® Evicts from entire cache hierarchy Including copies on other cores
®x Used e.qg., to get output into DRAM for DMA access

®x Can flush pages shared with a victim process(e.d., a shared library)
® |nclusive caches keep copies at all levels below highest residence

® [f a lower level has an eviction, then coples above need to be evicted



SHARP replacement

x Prioritize eviction of non-private ST more Nomore

”nes lci:lildate lci:;hdatc

@ No

x |f none, look for a line private to

only one process @

Yes
: No

x |f none, Increment an alarm count

and do a random evict th

(1) More lines to consider? (6) Increment the alarm counter
: (2@ Obtain information on the presence of  (7) Evict a random line

= Interrupt it count exceeds a 3 15 the ine in any private cache? @ I alarm coumie > thoesholds

-th re Sh O | d 151 Is the line preseintp only in the r.equester’s 1_01 Cenerate interrupt | |

private cache?

Figure 2: SHARP replacement algorithm.




Core Valid Bits

® EXist for directory based shared memory management
®x May not be up to date — can give false positives for private lines
®x Can add a query mechanism to ask cores to update the CVB for a line

® But that won't scale with core count, so just guery for the first N lines in a
set



Modify cflush

®x Shouldn’t have to flush read-only or executable pages
®x Change cflush to only work for writeable pages
®  Avoids flush on shared libraries, and cause an exception (need OS change)

® |f a page Is marked copy-on-write, then subsequent spy flushes will be to
its own copy
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