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Virtual Machines

x Began in 1960s with IBM and MIT Project MAC
® Also called “open shop™ operating systems
® Present user with the view of a bare machine

® Execute most instructions directly, but trap operations that would reveal the fiction,
and emulate

® Hot topic until Unix, then architectural support drops

. Example of M68010



Advantages

® (Greater security -- more isolation of tasks
x  Ability to manage QoS for tasks

® Easy to profile tasks

®x Can run multiple operating systems

®x (Can test and debug new OS code directly



Disadvantages

x More complex OS/VMM
®x [akes more resources than kernel OS
® Requires hardware support

®x (Can be slow It hardware support Is weak



Gerald Popek CACM 1974

Formal Requirements for Virtualizable Third Generation
Architectures



Requirements

® Fquivalence: Virtual machine must look like bare HW (but smaller)
®x Resource control: All resources are virtualized and managed by the VMM

® Efficiency: Has to be nearly as fast as running natively



INstruction lypes

® Privileged: Implies supervisor state with special instt.
®  Control sensitive: Changes processor mode, or memory map

®x Behavior sensitive: Behavior depends on mode or on location (anything that
can reveal state of other tasks)

®x A VMM requires that the sensitive instructions e a subset of the privileged
instructions



Recursive Virtualizability

® |f there Is proper RV support, a VM can run recursively within itselt
® Allows nested operating systems, layers of control

® Rarely supported



Paravirtualization

®x Can fake with JIT or direct binary translation (DBT)
x XEN approach when no HW virtualization mode

x Can’t be completely hidden from adversary



Sensitive, Non-privileged x86 Instructions

x SGDT — Store Global Descriptor Table register
x SIDT — Store Interrupt Descriptor Table register
x S| DT — Store Local Descriptor Table register

x SMSW — Store Machine Status Word

x PUSHF(D) — Push EFLAGS register on stack (16 and 32-bit versions)

x POPF(D) — Pop EFLAGS register from stack, with some privilege levels (16 and 32-
oIt versions)



Sensitive, Non-privileged x86 Instructions

®x | AR — Load access rights into GP register

®x | S| - Load segment address limit into GP register

x \VERR - Verify if code/data segment is readable based on current protection level
x \VVERW - Verify is code/data segment is writeable based on current protection level

x POP — Can raise general protection exception depending on target register and
protection level

x PUSH — Can push protection status onto the stack



Sensitive, Non-privileged x86 Instructions

x CALL — Can call to same or a different privilege level, saving return info

= JMP — Like CALL, but without saving return info

= INT n— Like a far CALL to a different level, but also pushes EFLAGS on stack
x RET — Can return between privilege levels

x SR - Store segment selector (including privilege bits)

x MOV — Can be used to load or store control register set



Virtualization extensions

® \/[-X Introduced 2005 by Intel

x AMD-V introduced 2006 by AMD

x AMD Rapid Virtualization Indexing (nested page tables) adds hardware to MMU

® |ntel adds Extended Page lables

x \/T-D provides virtualization of directed /O, trapping DMA, etc.

x [ypically not enabled in BIOS

% \irtualBox claims to be faster without V 1-x



tanium Example

® [rap to a higher level, setting violation status
x Can only return to a lower level resetting status

®x Can’t forward the violation to a guest OS to handle



Beyond the ISA

® Areas that are hard to virtualize
®x  Complex virtual memory
/O and network devices
Graphics, GPUs
Multithreading
Cache coherence
Multicore
TLB, branch predictor -- clever optimizations can backfire when they are
virtual
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Hypervisor lypes

Type 1 Type 2

E 8 & 0|5 5 E 8|8 B
VM VM VM VM VM
| | Aep] | )

Kernel Hypervisor Host OS / Hypervisor

Figure 1: Hypervisor Design




KVM

® [ype 2 hypervisor

® |ntegrates with Linux

®x Reuses existing device drivers

®x Higher cost to switch from VM to Host
x Paravirtualizes |/O devices with Virtio

® HAas direct access to hardware resources



Xen

® [ype 1 hypervisor
®x Runs under multiple host operating systems

®x Has a privileged VM, DomO, that runs an existing OS and funnels /O
through its drivers (except for some basic operations), giving greater
iSolation

x Guest VMs known as DomU

x Paravirtualizes I/O devices with Xen PV



ARM Virtualization Extension

x  Additional privilege level: EL2, for hypervisor

® | 2 has three types of addresses: Virtual, Intermediate, Physical

® |nterrupt controller supports virtual interrupting of VMS

® Physical interrupts go to EL2

®x \/M can set timer, but it traps to EL2, which fires a virtual timer interrupt to the VM

x State saving is flexible compared to x86 VMCS table



Xen on ARM

® Runs hypervisor in ELZ

x \/M kernel in EL1, VM users in ELO



Xen on ARM

Dom0

VM

Device Kernel
Frontend

Driver

Figure 2: Xen ARM Architecture




KVM on ARM

x Host OS can’t run in EL2

x Runs host and VMs In ELT

® Puts minimal hypervisor functionality in EL2

® Reverts to EL1 host/hypervisor for rest

® Enables virtualization only when In EL2, since host needs full hardware access

x Hypervisor does more context switch state saving because nost, hypervisor, ano
VMs share EL 1




Microbenchmarks

Microbenchmark Xen
Hypercall 6,500 1,300 1,228
Interrupt Controller Trap 7,370 1,356 2,384 1,734

Virtual TPI 5.562
Virtual IRQ Completion 1,464
VM Switch 10,534
I/O Latency Out 11,262
70 Latency Tn 10,050

Table II: Microbenchmark Measurements (cycle counts)

Hypervisor calls are expensive for KVM because of the
EL2 to EL1 transition. 1/O Is expensive on Xen because of
having to send it via the hypervisor to DomO



2.06 2.33 2.753.56 3.90

BKVM ARM B Xen ARM

0 KVM x86 ] Xen x86

1

o
00
-
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(Y
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Application Benchmarks

Figure 4: Application Benchmark Performance



Netpert Detall

i
o
=
<
o

Trans/s

Time/trans (us)
Overhead (us)

send to recv (us)
recv to send (us)
recv to VM recv (us)

VM recv to VM send (us)|  -| 169| 17.4
VM send to send (us) |  -| 15.0f 214

Table V: Netpert TCP RR Analysis on ARM

\.w
\O
[—
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N
—
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\®
\O

—
# .
N

Packet processing cost is high, especially for Xen, due to
a lack of zero-copy I/O (done for more isolation)



Virtualization Host Extension

x Change EL2 so host OS can run in it

® Provides equivalent registers (especially page table)

® |nstructions to access EL1 registers from EL2

x Make EL2 page tables compatible with EL 1



VHE for lype 2, not lype 1

Type 1: E2H Bit Clear Type 2: E2H Bit Set

EL O (User)
VM — “
EL 1 (Kemel) | Syscall

EL 2 (Hypervisor) | Xen Hypervisor Host Kernel and KVM

Figure 5: Virtualization Host Extensions (VHE)




Host OS

VM

Virtio
Kernel
Virtio
KVM Driver

Figure 3: KVM ARM Architecture
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Caches and Virtual Memory

Virtual Address (VA)
Byte offset (b)

Data block

Physical Address (PA)

tag (t) Index (k) Byte offset(b)

[ tg | oatablo

VIPT Constraint: k+b < p

time
(a) Physically-Indexed Physically Tagged (PIPT): (b) Virtually-Indexed Physically Tagged (VIPT):
Serial TLB and Cache Access Parallel TLB and Cache Access

®x  Another option for TLB placement — beside L1D



Previously, and a Ditterent Way

x \We looked at TLB above L1 (Physically indexed, physically tagged)
x Or TLB below L1 (Virtually indexed, virtually tagged)

®x (Can also use just a portion of the page offset as an index (virtual, but within
a page, so aligned) and access the LB with the VPN to get a translation
that iIs compared to the physical address stored Iin the indexed line’s tag

® As cache lines grow long, less of the page offset Is available as an index
because more bits are taken for the line offset

x |f the Index Is limited, caches can only grow via higher associativity



Obvious Question

®x \\Why not just increase the page size, €.9., to 64KB"
®x [hat only gives 4 more bits of index (comparable to 16 ways of associativity)
x Bigger would result in excessive waste of memory (RAM and disk) space
® [t would require a major OS rewrite

®x \\Ne already have superpages in the hardware and OS



More Ways Can be \Worse

® As we know, latency and power increase

x Beyond 4 ways, hit rate isn't significantly lbetter, so performance loss isn't hidden

[1DM [ 4-way [0 8-way O 16-way [ 32-way ODM 2-way H4-way
100 1 8-way O16-way 0 32-way =DM 2-way H4-way

1 8-way 0 16-way 0 32-way
c
gl ol |

16kB 32kB 64kB 128kB 256kB 16kB 32kB 64kB 128kB 16kB 32kB 64kB  128kB
(a) Avg. Miss-per-kilo-instructions (MPKI) (b) Cache Access Latency (c) Cache access energy

[

N
o
U
a0
(O
—
]
>

<

-
OO
o

Access Energy (nJ)

o

Figure 2: Effect of MPKI, cache latency, and energy as a function of associativity for different cache sizes.



Proposed System

1GB VPN__ < 1GB Page Offset
_12MBVPN o 2MB Page Offset

»
' 4KB VPN ! - 4KB Page Offset

CacherTag | iSet Index! Byte offset |Virtual Address (VA)

29 20+k' 20 1211 5 0
_—

>

Partition Index

|
—————————————————————nSuperpage?,
|

Translation-Filter-Table (TFT) §
"_QKB TLB Miss
| gl )

‘ Partition
) AKB PPN ~Decoder

\
|
|
|
|
|

4KB TLB
W

MB TLB Miss

2MB PP
|
|

|
- GB TLB Miss
GBTLB 1GB PPN

L1-TLB

4

Split or Unified TLB

' '

' ’ ' ) '
| unrl)-'!fil S ' : H at: ! 3 at; | ax : Data |
] , ¥ 3y 1

Partition 0 Partition 1
16kB ' ' ! ! 16kB

2MB TLB

Decoder

nd1
v

<
| =

-

Addr-Tag

L1 Cache| I Multiplexer

. - _ - . Datato,?oe R . .
Figure 4: SEESAW for a 32KB data cache. SEESAW is amenable to both split l,{i and unified TLB configurations.




Translation Filter Table

GLookup with VA

2MB page CTFT
L1 TLB °

7
| Miss FiII

4KB/2MB page L2 TLgs 2MB

region
Page Table Walk Fill
(b)
Figure 5: (a) The TFT consists of a list of 2MB virtual address
regions that backed by 2MB superpages; and (b) the TFT 1s looked

up in parallel with the L1 TLBs and 1s updated (or marked) whenever
an entry 1s filled into the 2MB L1 TLB.




32KB
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Results —
Faster Clock

Performance
Improvement
=
OO N ®

1.33GHz 2.80GHz 4.00GHz

Figure 8: Percent improvement in runtime using SEESAW on an
out-of-order processor versus baseline VIPT. We show the average,
minimum, and maximum improvements across all workloads for
all cache sizes, across 1.33GHz, 2.80GHz, and 4.00GHz operating

frequency.
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Figure 9: Runtime improvement using SEESAW on an in-order
processor versus baseline VIPT. We show the average, minimum,
and maximum improvements across all workloads for all cache
sizes, across 1.33GHz, 2.80GHz, and 4.00GHz operating frequency.
Benefits are higher on an in-order versus out-of-order processor.




Results — Energy
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Figure 10: Percent improvements in the energy spent on the entire
memory hierarchy using SEESAW compared to a baseline VIPT.
We separate in-order (InO) and out-of-order (OOOQO) results.
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