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* In DMP, reference data should be carefully selected as their soft labels

Due to its impressive performance, machine learning is commonly - Black-box defenses only make the model output resistant to MIAs. h - ; bershin leak
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* Intuition: Such reference data are easy-to-classify samples whose
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* These offer theoretical privacy guarantees, but resulting models
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label smoothing, and dropout
* These neither offer theoretical guarantees nor are they effective
against multiple MIAs, e.g., strong whitebox MIAs
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But, the outstanding performance of ML comes at an undesired cost
ML models, especially deep models, leak private information about their
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training data and facilitate multiple inference attacks, as shown - L T
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 We focus on membership inference, the simplest of privacy inference Effectively, existing defenses against MIAs offer poor tradeoffs Average X e entropy Average X f entropy

attacks, and widely used image classification tasks

between membership privacy and model utility

Increasing the average entropy of the reference data increases the

accuracy of the final model, but at the cost of increased MIA risk

Overview of Membership Inference Attacks Distillation for Membership Privacy (DMP)

Empirical comparison with adversarial regularization

Goal: Given a target model Our goal is to train ML models that are resistant against MIAs, Pataset No defense
and a target sample, infer and highly accurate, and can be deployed in white-box fashion model Egen | Ay [ Ay T Ay [ An T Ay Unprotected
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of the training data of the Our approach CIFARI00 + Alexnet | 63.2 | 368 | 90.3 | 913 | 81.8 | N/A susceptible to
model _ CIFAR100 + DenseNet-12 | 338 | 652 | 722 | 71.8 | 67.5 | N/A
+ Use knowledge transfer and cutoff the access of final model to the CIFAR100 + DenseNet-19 [ 34.4 | 655 | 82.3 | 81.6 | 68.1 | N/A MIAs
CIFAR10 + Alexnet 32.5 67.5 77.9 | 77.5 | 66.4 | N/A

private training data

. Dataset Adversarial regularization (AdvReg) DMP
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confidence is distributed y (2.2) Compute soft labels for the reference data using unprotected model membership privacy and model utility

confident on members of
the training data due to (3) Train the final protected model using reference data, its soft labels and

 We believe that DMP, due to its simplicity, can be incorporated as a
building block of future defenses against membership inference
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