Producing Productive Programmers

Using research to improve developer productivity

&t







eoe ® Plug-in Dev - Java - org.ecipsefa java - Eclipse

SN0 QU HG S P BEE LG G

12 Package Explorer 52 -3 ¥ = O (i) ComboContentAssistSubjectAdapterjava 53 =
> G asm (org.aspect] master] (2 | * Copyright (c) 2000, 2011 IBM Corporation and others.
> {7 beel-builder org.aspect] master] (2 11 package org.eclipse. jface.contentassist;

» (5 bridge forg ster

> (5 buiid . .

. 13% inport java.util.HashMap; =

=0 .
> {5 org.eciipse dt.aptui (eciipse
> {5 org.ecipse jdt.compler.apt e
» & org.eclipse dt.compler.apt tests
> 5> og.eciipsejdt.core o .
(= org.eciipse jface.text (23
> B, JRE System Library [Javase
Plug-in Dependencies
¥ & org.eciipse jface.contentassist

58

| ComboContenthssistSubiect)
P iContentassistsusiectControl
2 subjectControContenthssistan.

3] subjectControlContextinformationValidator.
(3] TextContentAssistSubjectAdapter java

@ package him

co.internal text
i og.eclipse face internal text i
38 org.eclpseface nternaltext ink.cor
» i org.eciipse jface internal.text revisio
> i org.eciipse jface internal text source
> 3 org.eclipse jface text

» 3 org.cciipse face text contentassist
i org.eciipse jface text formater

i org.eclipse jface.text hyperfink
 og.eclipse face.text nformation
 org.ecipse face.textlink.

asa - NetBeans IDE 6.

Elle Edit View Navigate Source Refactor Buld Run Profile Versioning Tools Window Help
Ll 3| e 5 T W b B G
Prol.. @ x| Files Services _va | [ JmageFrame java x| [] Database java x|/ &) DBImagejava x| [g] imageWidgetjava x| @] Jimagepaneljava.. | 4] ¥][¥][0]
+ & pikasa =
¢ 0 source Packages aes5E fe%
o B <default package> i I -
o [ images 3 th Cbar 5 i1 e fkal
¢ [ pikasa A
B AvouyFrame java 5| package pikasa; =|
[ Configjava 6
&) Dbimagejava 76 dnport java.ant. inage.Bufferedinage;
8 batabasejava 8L dnport java.util.Date; i
B mageicfinerjwa | 9
&) imageMetadatajava ;‘; 5
B jaddmuttipieDialogx javal B pantho e
B Imagerame,ava b
B imagepanctjua 14 public class DBInage inplenents java.lang.Conparable {
8] Jimagewidgetjava 15
[ MainClass java 16 private BufferedInage inage;
B MainFrame java 17 private BufferedInage thunb;
o (A ib/MMTimeDemoysre 18 private Date date;
o [ Test Packages M . private String desc;
= private Integer id;
o [ Libraries =2 °
<
I 20
DBimage java - Navigator ax 2 e instance, do not forget use
& Diimage = Comparable ]| 2 n 1is is'a big nage,
& Dbimage@ufferedimage image, D{=| 2 at e dat
2% @paran de: ne description
© applyChangeso )
@ compareTo(Object o) : Int 28 public DBImage(BufferedInage inage, Date date, 4
© getDateq : Date 29 this.inac inage;
< I this.date = date; ]
w ox] a1 sethesc(desc): =l
| [01] [0 [&] 5] [+ 1 s L)
Output - svn+ssh://dudka.no-ip.org /home /svn/devel @ x| Versioning Output
| ® 5

otasis
[ AbstractControlContentAssstSubjectAdapt

3
T
:

face contentassist.images

Jax

* Adapts a {6link org.eclipse.swt.widgets.Combo} to a {€link org.eclipse. jface.contentassist.IContentAssis

<li>https://bugs..eclipse.org/bugs/show_bug. cgi?id=50121
= &gt; Combo doesn't get Arrow_up/Down keys on GTK<

java N

. <li>https://bugs. eclipse.org/bugs/show_bug. cgi?id=50123
Combo broken on Mac0S X</li>

a
pe
%

. As of 3.2, replaced by Platform UI's field assist support

ntentassis

@Deprecated
public class i 3 extends & 3 {

echpse

yax
56 * The document of {€link #fCombo}'s contents.

private class InternalDocument extends Document {
/e

8no [3) bloomfilter - - [bloomfilter] - java - Intelli) IDEA 10.0.3
EEEIE) & Attt B-reaensi P B
& greplin-bloom-filter [1src “imain [java (3 com 1greplin [ bloomfilter (@ BloomFilter

BloomfFilter.java

1 Project]|

e = new byte[by
int reades = file
8 assert r
9 1

= new Repeated
ben = true

Z: Structure |

private void increnen

&

ount(int po

assert position >= @ & position <

[ 2 FindBugs-IDEA | [ 3 Version Control | [ ® 9 Changes | [ 2 6: TODO




74 testjava + (~) -

public class test{
public static void main{(><
String test =
>

5 lines indented

= Jhome/ebr/devel/python/]

File Edit Options Buffers Tools IM-Python Python Outline ECB Help

W-0 ...gbr/devel/python/Lib

£ site-packages A
sqlite3

W test

£ wsgiref

Bxml """Abstract Base Classes (ABCs) according to PEP 3119."""
B pdb.doc

B wsgiref.egg-info
=

def abstractmethod(funcobj):

B aifc.py """A decorator indicating abstract methods.
B anydbm.py

® asynchat.py

B asyncore.py

B atexit.py

B audiodev.py

B base64.py

[® BaseHTTPServer.py
[ Bastion.py

B bdb.py

B binhex.py

B bisect.py

B calendar.py

B cgi.py o

B CGIHTTPServer.py funcobj.__isabstractmethod__ = Truel]
B cgith.py return funcobj

B chunk.py 2

is ABCMeta or derived from it. A
m ABCMeta cannot LP

mden

class ab ty(property):
% <2 indicating abs
collections.py L

[® datamodel.rst > or derived from it. A

B index.rst om ABCMeta cannot be

%mrroductmn.rst - s abstract prop are ridden
e can be called using any of the the normal

Y *super’

# @iParents

Usage:
. cli C(metaclas: Meta):

# FVarlables 3 abst roperty
g—:‘::‘“‘?‘““"—( el abcpy  Topof 8.5k (23,39) SVN:60875 (Python Reveal Filladapt Outl Abbrev \/)----20%
©__subclasscheck__(cls,cul | = < > *Org Agenda* —ap
©_dump_registry ( ) Global list of TODO items of type: ALL Python 2.5.1 (
oregister ( ) Available with "N r': (@)ALL (1)TODO (2)DONE [6ec 4.2.2 (Ge
B misc ' python:  TODO Fix TODO items in the documentation Type "help", "

o_fix_bases (bsce:) python:  TODO Reduce the number of open issues >

e python:  TODO Backport the ABC docs g

© Code v v

W-0 abe.py *- *Org Agenda* Allof 232 (5,0)  (Org-Agenda Week Grid Fi -Us**- *Python*

void notepadédever ()

while (true)

{
Notepad++;

N
e =

\ )

ofepags

B0

r251: 54863 Jan 21 2008, 10:23:45) ~

pl. e)] on llnuxZ

Botof 486 (15,4) (Comint:run Filladapt Abb




FingerText  (JSLint)

{) coverity’

DON'T SHOOT THE MESSENGER A Synopsys Company

Powered by

Clang @ JACOCO

g Java Code Coverage

-
~

7.
74

Ry \"‘ -“’Tu
FindBugs Smex
because it's casy

ctrip.vim WM

checksty e




Goal

Design better tools.
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Topic #1:

Understanding program analysis tool use

Johnson, B., Song, Y., Murphy-Hil, E., & Bowdidge, R. (2013, May). Why don’t software developers use static analysis
tools to find bugs?. In Software Engineering (ICSE), 2013 35th International Conference on (pp. 672-681). IEEE.



Research Questions

RQ;: What reasons do developers have for using and not
using static analysis tools to find bugs?

RQ,: How well do current tools integrate with developer
workflows?

RQ5: What improvements would developers like to see made
to their tools?
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Question 7/@;;
Pelythiagbacticularly Short Response IRy g ,
ey firstifficut - [ FindBugs o

erie. i ‘

Reasons for using and not using
Integration with Workflow
Suggested Improvements



Reasons for Use and Underuse

Tool Output

Jake
...like I mentioned with FlexLint it gives you so many warnings and sifting through
them is so... arduous that whenever I just look at it I'm like ehhh forget this.

User Input and Customizability

Andy

Like you know it’s like is this list prioritized by you know what’s important to me?
No. You know? And there may be a default listing that should be prioritized because
like this one’s inefficient



Reasons for Use and Underuse

Supporting Teamwork

John
The only reason I like the batch results is to communicate, broadcast to the team a
sense of progress or lack of progress.

Matt

so I click in there I think and it gives me a light bulb and it says ok so now I wanna
know why raising a string exception is bad. Like what should I be doing instead?

Since it thinks it’s a problem. And so none of these really help me.



Workflow Integration

Mike

Clang is my favorite. It’s built in , into the compiler. You don’t have to invoke
anything special



Suggested Improvements

Tool Design

Chris
I don’t mind the idea of the actual source code itself having some plasticity to it so
that let’s say the fourth line there was some error here...having the 5% line drop

down and having the content expand with maybe all sorts of annotations about my
code.
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Interesting Improvements

public String getAddress() throws
String result = null;
try {
InetAddress address = InetAddres @ UseStringBuffer
byte([] ip = address.getAddress() Use StringBuilder

(Original)

int i = 4;
string = =, ®
e StringBuffer stringBuffer = new elect a
ipAddress) ;
for (byte b : ip) {
v stringBuffer.append((b & OxFF));
if (--1 > 0) {
V7 stringBuffer.append(”.");
}
}
W ipAddress = stringBuffer.toString();

result = ipAddress;

} catch (UnknownHostException e) {
e.printStackTrace();

}

return result;

}



Primary Reason for Underuse

H. Bug Explorer 53

By > Sun DK (174) 23 sv.
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# Comparison of String parameter using == or != (35)
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[+ # Dead store to local vanable lhat shadows field (2)

Incorrect lazy initialization and update ofstahc field (B)

[#-F2 Incorrect lazy initialization of static field (3
# int value cast to float and then passed to Math.round (2]

if (managingFocusForwvardTraversalKeys == null) {
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Key5Stroke.getKeyStroke (KeyEvent. VK Ta5, 0));

{2

# Invocation of toString on an array (7) }
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# Possible null pointer dereference in method on exception lnltlahzed
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Problem #2:

We know developers have trouble with tool
output, but we don’'t know why.

Johnson, B., Pandita, R., Smith, J., Ford, D., Elder, S., Murphy-Hiill, E., Heckman, S., Sadowski, C., A Cross Tool
Communication Study on Program Analysis Tool Notifications. FSE 2016



Research Question

RQ: Why do developers encounter challenges when
interpreting program analysis tool notifications?
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}
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VA Al
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Methodology

Explicit challenge statement

Unable to explain or interpret

Info needed outside notification

General Knowledge Gaps
Conceptual Knowledge Gaps
Notification Experience Gaps
Problem Importance Gaps
‘ Problem Resolution Gaps
General Problem Description Mismatches
Information Salience Mismatches
Visual Communication Mismatches
Consistent Communication Mismatches
Familiar Communication Mismatches




Findings Validation — Member Check

General Knowledge Gaps
Conceptual Knowledge Gaps

Notification Experience Gaps ﬁ ~
Problem Importance Gaps .
Problem Resolution Gaps '

General Problem Description Mismatches
Information Salience Mismatches

Visual Communication Mismatches
Consistent Communication Mismatches
Familiar Communication Mismatches

Our findings align with your day to day experiences with interpreting and
resolving tool notifications.

Anything you would like to add regarding how our findings align with your
experiences?



Findings - Theory

private static Singleton key;

;ublic synchronized void getKey()

g e

=

This method contains an unsynchronized lazy initialization of a static field.
After the field is set, the object stored into that location is further updated or
accessed. The setting of the field is visible to other threads as soon as it is set.
If the further accesses in the method that set the field serve to initialize the
object, then you have a very serious multi-threading bug, unless something
else prevents any other thread from accessing the stored object until it is fully
initialized.

Even if you feel confident that the method is never called by multiple threads,
it might be better to not set the static field until the value you are setting it to
is fully populated/initialized.

If she hasn't experienced it, or can't make the connection to her experience,
she struggles.



Findings - Themes

Knowledge
Gaps

Notification Experience Gaps

Problem Resolution Gaps

Knowledge Mismatches

Information Salience Mismatches
Visual Communication Mismatches



if (managingFocusForvardTraversalFeys == mmll) {
managingFocusForvardTraversalFKeys = new HashSet<EeyStroke>():
managingFocusForvardTraversalHeys.add |
KeyStroke.getKeyStroke (KeyEvent. VK TAB, 0)):

Incorrect lazy initialization and update of static field javax...
managingFocusForwardTraversalKeys in javax...installDefaults()

This method contains an unsynchronized lazy initialization of a static field. After
the field is set, the object stored into that location is further updated or accessed.
The setting of the field is visible to other threads as soon as it is set. If the further
accesses in the method that set the field serve to initialize the object, then you
have a very serious multi-threading bug, unless something else prevents any other
thread from accessing the stored object until it is fully initialized.

Even if you feel confident that the method is never called by multiple threads, it
might be better to not set the static field until the value you are setting it to is
fully populated/initialized.



Problem Resolution Gaps

‘It's not immediately clear to me how you
would fix it.

but I'm not sure. - P24



Notification Experience Gaps

‘I'm not really sure what I'm looking at,
I'm not really familiar --- I'm not sure if
I've ran into this



Information Salience Mismatches

V/4

, this (description) is helpful (tool
tip) is not very helpful

, | may not have
particularly used this type of or static
variables ---ft's a couple
of clicks away.  — P13



Visual Communication Mismatches

"As for the reason why this is yellow

| don’t know
and it’s indicating we re only coming through when an
exception is thrown. why are the colors

different?” - P16

296 try {
B2 97 Week w = new Week(new Date (11361098300001),
298 TimeZone.getTimeZone ("GMT™) ) ;
299 assertEquals (2005, w.getYearValue()):
30C assertEquals (52, w.getWeek()):
assertFalse(true);

finally {
Locale.setDefault (saved) ;



Problem #3:

We know why developers have trouble with
tool output, but not how we can fix it.

Johnson, B., Pandita, R., Murphy-Hil, E., Heckman, S. “Bespoke tools: adapted to the concepts developers know.” Proceedings of 2015
10t Joint Meeting on Foundations of Software Engineering — ESEC/FSE 2015, pp. 878-881

Johnson, B., Pandita, R., Murphy-Hil, E., Heckman, S., Menzies, T., Knowing How Much Developers Know (Without Having to Ask!):
Predicting Developer Conceptual Knowledge Using Public Code Repositories. ICSE 2018 (in submission)



Knowledge
General }@@v@&ge Gaps

Conceptual Knowledge Gaps
Notification Experience Gaps
Problem Importance Gaps
Problem Resolution Gaps

Knowledge Mismatches

General Problem Description Mismatches
Information Salience Mismatches
Visual Communication Mismatches
Consistent Communication Mismatches
Familiar Communication Mismatches
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Hypotheses

Primary source of knowledge is experience

Developer experience = source code

Assess what developers know

H,: We can predict concept knowledge using source code contributions.
H.: Concept-specific contributions increases model performance.
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wutson -- ataulm -- Ataul Munim

Source code as experience (predictor)

Concept-specific source code
Code ownership

https://github.com/ataulm/wutson.git
git clone https://github.com/ataulm/wutson.git
.\wutson)\
-\wutson\.git

(%)

Project cloned!

Ataul
Ataul
Ataul
Ataul
Ataul
Ataul
Ataul
Ataul

Munim
Munim

Munim
Munim
Munim
Munim
Munim
Munim

is
is
is
is
is
is
is
is

responsible
responsible
responsible
responsible
responsible
responsible
responsible
responsible

commit
commit
commit
commit
commit
commit
commit
commit

a93ea917564873b4219e231711a73d1100107c62
e7005c7968b5effe®7638c297541ddf83f27a42d
7at039b421f6b17d1abfc74d8c9748983ab065de
43b1490951f4d26f87e96daabab9e3aadaac2leb
8a96459a419b1c0959024833ab%9a1925e8fd2bef
00571eb528d28d7b4ade33993fce8ba760c64bOc
af2ef98f0d93af746fdo7f4d903d47ab0456101b
16ba7897a8563a99d7ef29fb2e¥“423b4b}f'§8

na

private static Funcl<List<Character>, Cast> asCast() {

return new Funcl<List<Character>, Cast>() {

@verride

public Cast call(List<Character>

1

return new Cast(characters);

************Analysis complete************|

Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =

o Ataul Munim added

--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =

type argument method count = 249
months

wildcard count = 37

months

type declaration count = 363
months

type parameter method count = 38
months

type parameter field count = ©
null

diamond count = 27

months

method invocation count = 3
months

implicit method invocation count
months

class instantiation count = 130
months

nested count 69

year

bounds count (%}

null

) {



Methodology

Concept Inventories for knowledge assessment (ground truth)

Define conceptual content
Build bank of test questions
Pilot questions

Establish validity and reliability

What change(s) needs to be made to properly bind the generic type parameter U to String in the
following code:

public <U> void method(U u){ .. }

O public
O public
O public
O public
O public

<U> void method(String u){ .. }

<String> void method(U u){ .. }

<U extends String> void method(U u){ .. }
<U> void method((String)u u){ .. }

<U implements String> void method(U u){ .. }

Lesson: Generics

by Gilad Bracha

Introduced in J2SE 5.0, this long-awaited enhancement to
adds compile-time type safety to the Collections Framewo

Introduction

Defining Simple Generics

Generics and Subtyping

Wildcards

Generic Methods

Interoperating with Legacy Code

The Fine Print

Class Literals as Runtime-Type Tokens
More Fun with Wildcards

Converting Legacy Code to Use Generics
Acknowledgements

Creating

Evaluating
Analyzing
Applying
Understanding

Remembering
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Novice

Expert

Novice

Intermediate

Expert
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y 2,

rd

9

Attributes

Variables — Public Variables

Novice

Expert

Novice

Intermediate

Expert

Exceptions - Throws Method, Try Statements, Finally Blocks, Advanced

Generics - Generic Type Dedlarations, Total LOC




Source Code as Predictor

Generics

Exceptions

Variables

0

10 20 30 40 50 o0 70 80 90 100

i False Positive

& True Positive



Concept-specific Improvements

Overall Classification Accuracy

Combination 78%

eSS e 717

Lo 70%

O 10 20 30 40 50 o0 70 80 90 100



Source code (predictor)

KHHEKEKIKR XXX Analysis complete***********ﬂ

Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =
Ataul Munim added
--> recency =

type argument method count = 249
months

wildcard count = 37

months

type declaration count = 363
months

type parameter method count = 38
months

type parameter field count = ©
null

diamond count = 27

months

method invocation count = 3
months

implicit method invocation count = 30
months

class instantiation count = 130
months

nested count 69

year

bounds count 0

null

Concept Inventories (ground truth)

What change(s) needs to be made to properly bind the generic type parameter U to String in the

following code:

public <U> void method(U u){ .. }

O public
O public
O public
QO public

O public

<U> void method(String u){ .. }

<String> void method(U u){ .. }

<U extends String> void method(U u){ .. }
<U> void method((String)u u){ .. }

<U implements String> void method(U u){ .. }




In-Class Activity!

Get into groups of 4

Come up with (software-related) topic
group interested in

Examples:
Tools
Agile
Ethics

Come up with specific topic to research
Come up with1-2 research questions
How might you answer each question?



Developers need tools that understand them.
And now we know we can make it happen!

bjohnson@cs.umass.edu

L @drbrittjay




