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What happened on July 25, 2025?
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Software is Critical: Relationships

● “Tea suffered a major data breach, revealing users' drivers' licenses, 
direct messages, selfies and other sensitive information.

● The team at Tea discovered the initial breach in the evening hours 
of July 25. As first reported by 404 Media, users on the notorious 
message board 4chan got a hold of users' sensitive data — including 
government IDs, which had at one point been used as a verification 
tool by the app — and leaked it elsewhere online.

● "As part of our ongoing investigation into the cybersecurity incident 
involving the Tea App, we learned that some direct messages (DMs) 
were accessed as part of the initial incident," a representative for 
the company told NPR.
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Software is Critical: “Everything”
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What went wrong?
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Find Western Mass
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Software is Critical: Power
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Software is Critical: Taylor Swift

9



Software is Critical: Healthcare (!)
● Therac-25 radiation therapy machine 

● At least six accidents in which patients were given 
massive overdoses of radiation

● Because of concurrent programming errors, it 
sometimes gave its patients radiation doses that 
were hundreds of times greater than normal, 
resulting in death or serious injury
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What Is Software Engineering?
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Consider:

In groups of 2, discuss some of the differences 
between:

1. A coding assignment in an intermediate 
programming course.

2. Building an application for a commercial 
organization. 

Have one group member write down responses.
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Some responses

Course Project

● Requirements specified up front

● Explicitly taught needed 
programming knowledge

● No real users
● Made individually or with a 

partner

● No need to maintain the code
● No need to document what you 

built for other developers
● Code won’t be modified after 

submission

Commercial Application

● You need to learn the 
requirements from the customer

● You may need to learn new 
languages and find resources!

● You have real users!
○ Need to consider security, 

privacy,  user needs, 
scalability, reliability

● Made by a team!
● Needs to be maintainable
● Needs to be documented
● Code will be modified over time
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What Is Software Engineering?

● The majority of 
industrial software 
engineering is not 
writing code. 

● The dominant 
activities in software 
engineering are 
comprehension and 
maintenance. 
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[Peter Hallam. What Do Programmers Really Do Anyway? Microsoft.]
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[Begel and Simon. Novice Software Developers, All Over Again. Computing Education Research, 
September 2008. Microsoft.]

(triage)

● Hour logging of new devs (1-7 months) at 
Microsoft: programming is 10-20% of the time.
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[ Minelli, Mocci, Lanza. I know what you did last summer: an investigation of how developers 
spend their time. ICPC 2015. ]
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[Fry. Leveraging Light-Weight Analyses to Aid Software Maintenance. 2014 ]
18



Handling Complexity

● The biggest challenge in developing software is 
managing risk.

● Risk is a measure of the unknown.
● Discuss: What are some unknowns in building 

software?
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Risk Factors
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Do we know what to build?
Do we know how to build it?
Do we have the resources to build it?
Do we have the time to build it?

Rarely known exactly, must estimate.

Once we estimate, is it smooth sailing?



Anti-Patterns of Development

Anti-patterns are patterns of development that 
arise due to lack of following good process models.

http://antipatterns.com/dev_cat.htm

“Fire Drill” Management waits until the last possible 
moment to allow developers to proceed 
with design and implementation; then they 
want results almost immediately.

“Mushroom Management” Keep the developers in dark and feed them 
fertilizer. End-user interaction prohibited.

“Death March” The schedule is 50% too short, size of the 
staff is only half as large as necessary, 
budget is 50% too small, number of 
features is 50% greater than comparable 
successful projects.
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Handling Complexity

● Humans have found that following an engineering 
process is one of the best ways to handle complexity 
and to manage risk.

● There are many kinds of engineering processes for 
software development. 

● We will look at a few and use one in particular in this 
course.

● First, let’s look at what engineering is in general.
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What is Engineering?

● The process of implementing an idea 
according to a set of specifications.

● Building something that is needed.
● This process should produce high-quality 

product(s).
● We should be able to repeat the same process 

with the same high-quality results for other 
projects.
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Project Stakeholders

Major parties (or “entities”) with an interest in the system 
under development:

Customer: proposes the system.
Developer: analyzes, designs and builds the system.
User: who the system is designed for.
Investor: provides financial backing.

Note that these are categories, not individuals. There can be 
other stakeholders. Anyone who the system significantly 
affects can be considered a stakeholder.
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“My favorite operational definition of engineering is 
'design under constraint.' Engineering is creating, 

designing what can be, but it is constrained by nature, 
by cost, by concerns of safety, reliability, environmental 

impact, manufacturability, maintainability, and many 
other such 'ilities.'”

[Bill Wulf, NAE President, The Urgency of Engineering Education Reform, 2008]

“[Software Engineering is] The Establishment and use of 
sound engineering principles in order to obtain 

economically software that is reliable and works 
efficiently on real machines.”

[Bauer 1975, S. 524]
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Software Engineering

“My favorite operational definition of engineering is 
'design under constraint.' Engineering is creating, 

designing what can be, but it is constrained by nature, 
by cost, by concerns of safety, reliability, environmental 

impact, manufacturability, maintainability, and many 
other such 'ilities.'”

[Bill Wulf, NAE President, The Urgency of Engineering Education Reform, 2008]

“[Software Engineering is] The Establishment and use of 
sound engineering principles in order to obtain, 
economically, software that is reliable and works 

efficiently on real machines.”
[Bauer 1975, S. 524]
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Summary

• Software development is often a chaotic process that is 
difficult to quantify and control.

• Software Engineering is about managing risk.

• Software Engineering is a human process. It’s not mainly 
about writing code.

• Software process models are an attempt to manage risk by 
defining steps in the process of development.

• Try to control variables of time and resources to produce 
high-quality software on time.
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