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SOSRepair patch 11 of the same defects; both SOSRepair and
Prophet produce 5 patches that pass all evaluation tests on
this set. GenProg and SOSRepair patch 16 of the same
defects; 4 out of these 16 GenProg patches and 8 SOSRepair
patches pass all evaluation tests. Thus, SOSRepair produces
more patches that pass all independent tests than GenProg,
and as many such patches as Angelix and Prophet. This sug-
gests that semantic code search is a promising approach to
generate high-quality repairs for real defects, and that it has
potential to repair defects that are outside the scope of other,
complementary repair techniques.

4.4.3 Improving Patch Quality through
Fault Localization

Although these baseline results are promising, most of the
patches previous semantic search-based repair produced on
small program defects passed all held-out tests [38]. We
investigated why SOSRepair patch quality is lower than this
high bar. We hypothesized that two possible reasons are that
real-world buggy programs do not contain code that can
express the needed patch, or that fault localization impreci-
sion hampers SOSRepair success. Encouragingly, anec-
dotally, we found that many buggy programs do contain
code that can express the developer patch. However, fault
localization is the more likely culprit. For example, for gmp-
1, fault localization reports 59 lines as equally-highly suspi-
cious, including the line modified by the developer, but as
part of its breadth-first strategy, SOSRepair only tries 10 of
these 59.

We further observed that in some cases, more than one
mapping between variables satisfies the query, but only one
results in a successful patch. Since trying all possible map-
pings is not scalable, SOSRepair only tries the first mapping
selected by the solver. Including more variables in the map-
ping query increases the number of patch possibilities, but
also the complexity of the query.

We created SOSRepair?, a semi-automated version of
SOSRepair that can take hints from the developer regarding
fault location and variables of interest. SOSRepair® differs
from SOSRepair in the following two ways:

1)  SOSRepair uses spectrum-based fault localization [37]
to identify candidate buggy code regions. SOSRepair®
uses a manually-specified candidate buggy code
region. In our experiments, SOSRepair® uses the loca-
tion of the code the developer modified to patch the
defect as its candidate buggy code region, simulating
the developer suggesting where the repair technique
should try to repair a defect.

2)  SOSRepair considers all live variables after the inser-
tion line in its query. While multiple mappings may
exist that satisfy the constraints, not all such map-
pings may pass all the tests. SOSRepair uses the one
mapping the SMT solver returns. SOSRepair® can be
told which variables not to consider, simulating the
developer suggesting to the repair technique which
variables likely matter for a particular defect. A smaller
set of variables of interest increases the chance that the
mapping the SMT solver returns and SOSRepair® tries
is a correct one. We found that for 6 defects (gzip-1,
libtiff-4, 1ibtiff-8, php-10, php-12, and

gmp-1), SOSRepair failed to produce a patch because
itattempted an incorrect mapping. For these 6 defects,
we instructed SOSRepair® to reduce the variables of
interest to just those variables used in the developer-
written patch.

On our benchmark, SOSRepair® patches 23 defects and 16
(70%) of them pass all independent tests. While it is unsound
to compare SOSRepair? to prior, fully-automated techni-
ques, our conclusions are drawn only from the comparison
to SOSRepair; the quality results for the SOSRepair®-patched
defects for the prior tools in Fig. 8 are only for reference.

Our experiments show that precise fault localization
allows SOSRepair® to patch 7 additional defects SOSRepair
could not (bottom of Fig. 8), and to improve the quality of 3
of SOSRepair’s patches. Overall, 9 new patches pass 100%
of the independent tests.

SOSRepair and SOSRepair® sometimes attempt to patch
defects at different locations: SOSRepair using spectrum-
based fault localization and SOSRepair? at the location
where the developer patched the defect. For 6 defects, SOS-
Repair finds a patch, but SOSRepair® does not. Note that
defects can often be patched at multiple locations, and devel-
opers do not always agree on a single location to patch a par-
ticular defect [10]. Thus, the localization hint SOSRepair®
receives is a heuristic, and may be neither unique nor opti-
mal. In each of these 6 cases, the patch SOSRepair finds it at
an alternate location than where the developer patched the
defect.

Because SOSRepair and SOSRepair® sometimes patch at
different locations, the patches they produce sometimes dif-
fer, and accordingly, so does the quality of those patches. In
our experiments, in all but one case (php-5) SOSRepair®
patches were at least as high, or higher quality than SOSRe-
pair patches for the same defect.

We conclude that research advancements that produce
more accurate fault localization or elicit guidance from
developers in a lightweight manner are likely to dramatically
improve SOSRepair performance. Additionally, input (or
heuristics) on which variables are likely related to the buggy
functionality (and are thus appropriate to consider) could
limit the search to a smaller but more expressive domain,
further improving SOSRepair.

4.5 Example Patches

In this section, we present several SOSRepair patches pro-
duced on the ManyBugs defects (Section 4.4), comparing
them to developer patches and those produced by other
tools. Our goal is not to be comprehensive, but rather to
present patches highlighting various design decisions.

Example 1 python-1. The python interpreter at revision
#69223 fails a test case concerning a variable that should
never be negative. The developer patch is as follows:

}
+1if (timeout < 0) {
+ PyErr_SetString (PyExc_ValueError,

+ “timeout must be non-negative” ) ;
+ return NULL;
+}

seconds = (long ) timeout;
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Fault localization correctly identifies the developer’s inser-
tion point for repair. Several snippets in the python project
perform similar functionality to the fix, including the follow-
ing, from the IO module:

if (n<0) {
PyErr_SetString (PyExc_ValueError,
“invalid key number” ) ;
return NULL;
}

SOSRepair correctly maps variable n to timeout and
inserts the code to repair the defect. Although the error mes-
sage is not identical, the functionality is, and suitable to sat-
isfy the developer tests. However, unlike the developer
tests, the generated tests do consider the error message,
explaining the patch’s relatively low success on the held-
out tests. Synthesizing good error messages is an open prob-
lem; such a semantically meaningful patch could still assist
developers in more quickly addressing the underlying
defect [106].

GenProg did not patch this defect; Angelix was not
attempted on it, as the defect is outside its defect class. The
Prophet patch modifies an if-check elsewhere in the code to
include a tautological condition:

-if ((txv)) {
+if((lrv) && (1)) {
if (set_add_entry ((PySetObject *)...

This demonstrates how techniques that do not delete
directly can still do so, motivating our explicit inclusion of
deletion.

Example 2 php-2. We demonstrate the utility of explicit
deletion with our second example, from php-2 (recall
Fig. 8). At the buggy revision, php fails two test cases
because of an incorrect value modification in its string
module. Both the developer and SOSRepair delete the
undesired functionality:

- if (len>sl_len-offset) {
- len=sl_len-offset;
-1

Angelix and Prophet correctly eliminate the same func-
tionality by modifying the 1f condition such that it always
evaluates to false. GenProg inserts a return; statement
in a different method.

Example 3 php-1. Finally, we show a SOSRepair patch that
captures a desired semantic effect while syntactically differ-
ent from the human repair. Revision 74343ca506 of php-1
(recall Fig. 8) fails 3 test cases due to an incorrect condition
around a loop break, which the developer modifies:

-1f (just_read < toread) {
+1if (just_read==0) {
break;

}

This defect inspired our illustrative example (Section 2.1).
Using default settings, SOSRepair first finds a patch identical

to the developer fix. To illustrate, we present a different but
similar fix that SOSRepair finds if run beyond the first repair:

if ((int )box_length <=0) {
break ;

}

SOSRepair maps box_length to just_read, and repla-
ces the buggy code. In this code, just_read is only ever
greater than or equal to zero, such that this patch is accept-
able. Angelix and Prophet were not attempted on this defect;
GenProg deletes other functionality.

4.6 Query Encoding Performance
To answer our final two research questions, we isolate and
evaluate two key novel features of SOSRepair. First, this
section evaluates the performance improvements gained
by SOSRepair’s novel query encoding approach. Second,
Section 4.7 evaluates the effects of SOSRepair’s negative
profile refinement approach on reducing the search space.

In the repair search problem, query complexity is a func-
tion of the number of test inputs through a region and the
number of possible mappings between a buggy region and
the repair context. To understand the differences between
SOSRepair’s and the old approach’s encodings, consider a
buggy snippet C with two input variables ¢ and b and a single
output variable c. Suppose C is executed by two tests, ¢{; and
t5. And suppose S is a candidate repair snippet with two input
variables z and y, a single output variable z, and path con-
straints ¢, generated by the symbolic execution engine.
SOSRepair’s encoding uses location variables to discover a valid
mapping between variables a,b and z,y that satisfy ¢. con-
straints for both test cases ¢, and t,, with a single query (recall
Section 2.4.1). Meanwhile, the prior approach [38] traverses all
possible mappings between variables (m; : (a = z) A (b=
y)A(c=2z)and my: (a =y) A (b=2z) A (c=z)), and creates
a query for every test case, for every possible variable map-
ping. A satisfiable query implies its mapping is valid for that
particular test. For example, to show that mapping m is a
valid mapping, two queries are required (one for ¢; and one
for t5), and only if both are satisfiable is m; considered valid.
The number of queries required for this approach grows
exponentially in the number of variables, as there is an expo-
nential number of mappings (permutation) of the variables.
In our example, there are two possible mappings and two
tests, so four queries are required, unlike SOSRepair’s one.

To evaluate the performance impact of SOSRepair’s
new encoding, we reimplement the previous encoding
approach [38]. We then compare SMT solver speed on the
same repair questions using each encoding. Running on two
randomly-selected ManyBugs defects, we measured the
response time of the solver on more than 10,000 queries for
both versions of encoding techniques. Fig. 9 shows the speed
up using the new encoding as compared to the old encoding,
as a function of query complexity (number of tests times
the number of variable permutations). The new encoding
approach delivers a significant speed up over the previous
approach, and the speed up increases linearly with query
complexity (R? = 0.982).

Looking at the two approaches individually, query time
increases linearly with query complexity (growing slowly
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Fig. 9. The speedup of the new encoding approach over the previous
approach grows with query complexity.

slope-wise, but with a very high R* = 0.993) with the previ-
ous encoding, and is significantly more variable with the
new encoding and does not appear linearly related to query
complexity (R? = 0.008). Overall, Fig. 9 shows the speed up
achieved with the new encoding, and its linear increase as
query complexity grows.

4.7 Profile Refinement Performance

The profile refinement approach (recall Section 2.5) uses
negative tests to iteratively improve a query, reduce the
number of attempted candidate snippets, and repair defects
without covering passing test cases. By default, SOSRepair
uses the automated, iterative query refinement on all defects
whenever at least one faulty region under consideration is
covered only by negative test cases. In our experiments, for
2 ManyBugs defects (1ibtiff-8 and lighttpd-2), the
patches SOSRepair and SOSRepair® produce cover a region
only covered by negative test cases, though SOSRepair and
SOSRepair® use the refinement process while attempting to
patch other defects as well.

In this experiment, we evaluate the effect of iterative pro-
file refinement using negative examples on the size of the
considered SMT search space. We conduct this experiment
on a subset of the IntroClass dataset to control for the effect of
symbolic execution performance (which is highly variable on
the real-world programs in ManyBugs). We ran SOSRepair
on all the defects in the median, smallest, and grade pro-
grams, only using the initially failing test cases, with profile
refinement, for repair. For every buggy line selected by the
fault localization and expanded into a region with granular-
ity of 3-7 lines of code, we measured the number of candidate
snippets in the database that can be rejected by the SMT-
solver (meaning the patch need not be dynamically tested to
be rejected, saving time) using only negative queries.

Fig. 10 shows the percent of the search space excluded
after multiple iterations for all buggy regions. For example,
the first bar shows that on 68% of buggy regions tried, fewer
than 20% of candidate snippets were eliminated by the solver
when only negative tests are available, leaving more than
80% of possible candidates for dynamic evaluation. We find
that approach effectiveness depends on the nature of the
defect and snippets. In particular, the approach performs
poorly when desired snippet behavior involves console out-
put that depends on a symbolic variable. This makes sense:
KLEE produces random output in the face of symbolic con-
sole output, and such output is uninformative in specifying

80%

with console ™ without console

70%
60%
50%
40%

30%

percent of buggy regions

20%
10%

0% I I: l

0%-20% 20%-40% 40%-60%

60%-80% 80%-100%

percent of queries rejected by SMT solver

Fig. 10. Fraction of defects that can reject fractions of the search space
(measured via SMT queries) using only iteratively-constructed negative
examples. Profile refinement improves scalability by reducing the number
of candidate snippets to consider. Console output that relies on symbolic
values affects this performance.

undesired behavior. Our results show that on 14% of the
defects (that are dependent on console output), more than
40% of database snippets can be rejected using only the test
cases that the program initially failed. We also transformed
the defects in the dataset to capture console output by vari-
able assignments, treating those variables as the output
(rather than the console printout); Fig. 10 also shows the
results of running the same study on the modified programs.
More than 40% of the possible snippets can be eliminated for
66% of the preprocessed programs. Overall, profile refine-
ment can importantly eliminate large amounts of the search
space, but its success depends on the characteristics of the
code under repair.

4.8 Threats and Limitations

Even though SOSRepair works on defects that require devel-
opers to modify a single (potentially multi-line) location in
the source code, we ensure that it generalizes to all kinds of
defects belonging to large unrelated projects by evaluating
SOSRepair on a subset of the ManyBugs benchmark [48],
which consists of real-world, real-developer defects, and is
used extensively by prior program repair evaluations [48],
[58], [64], [70], [75], [107]. The defects in our evaluation also
cover the novel aspects of our approach, e.g., defects with
only negative profiles, console output, and various edit
types.

Our work inherits KLEE's limitations: SOSRepair cannot
identify snippets that KLEE cannot symbolically execute,
impacting patch expressiveness nevertheless, the modified
buggy code can include KLEE-unsupported constructs,
such as function pointers. Note that this limitation of KLEE
is orthogonal to our repair approach. As KLEE improves in
its handling of more complex code, so will SOSRepair. Our
discussion of other factors influencing SOSRepair success
(recall Section 4.4) suggests directions for improving appli-
cability and quality.

Our experiments limit the database of code snippets to
those found in the same project, based on observations of
high within-project redundancy [4]. Anecdotally, we have
observed SOSRepair failing to produce a patch when using
snippets only from the same project, but succeeding with a
correct patch when using snippets from other projects. For
example, for gzip-1 defect, the code in gzip lacks the
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necessary snippet to produce a patch, but that snippet
appears in the python code. Extending SOSRepair to use
snippets from other projects could potentially improve
SOSRepair’s effectiveness, but also creates new scalability
challenges, including handling code snippets that include
custom-defined, project-specific types and structures.

Precisely assessing patch quality is an unsolved problem.
As with other repair techniques guided by tests, we use tests,
a partial specification, to evaluate the quality of SOSRepair’s
patches. Held-out, independently generated or written test
suites represent the state-of-the-art of patch quality evalua-
tion [85], along with manual inspection [58], [76]. Although
developer patches (which we use as a functional oracle) may
contain bugs, in the absence of a better specification, evalua-
tions such as ours must rely on the developers.

We conduct several experiments (e.g., Sections 4.3 and 4.7)
on small programs from the IntroClass benchmark [48], since
these experiments require controlled, large-scale executions
of SOSRepair. Even though these experiments provide valu-
able insights, their results may not immediately extend to
large, real-world programs.

We publicly release our code, results, and new test suites
to support future evaluation, reproduction, and extension,
mitigating the risk of errors in our implementation or
setup. All materials may be downloaded from https://
github.com/squaresLab/SOSRepair (SOSRepair’s
implementation), and https://github.com/
squaresLab/SOSRepair-Replication-Package
(SOSRepair’s replication package).

5 RELATED WORK

We place our work in the context of related research in two
areas, code search and automated program repair.

5.1 Code Search

Execution-based semantic code search [77] executes code
to find matches with queries as test cases, signature, and
keywords [77]. Meanwhile constraint-satisfaction-based
search [88], [89], [90] matches input-output examples to code
fragments via symbolic execution. SOSRepair builds on this
prior work. Synthesis can adapt code-search results to a
desired context [93], [105]. The prior approaches had
humans directly or indirectly write queries. By contrast, SOS-
Repair automatically extracts search queries from program
state and execution, and uses the query results to map snip-
pets to a new context. Other code search work synthesizes
Java directly from free-form queries [32], [86] or based on
crash reports [27]. While effective at repairing Java expres-
sions that use wrong syntax or are missing arguments [32],
this type of repair does not target semantic errors and
requires an approximate Java-like expression as part of the
query (and is thus similar to synthesis by sketching [86]).

5.2 Program Repair

There are two general classes of approaches to repairing
defects using failing tests to identify faulty behavior and
passing tests to demonstrate acceptable program behavior:
generate-and-validate or heuristic repair and semantic-based
repair. The former uses search-based techniques or predefined

templates to generate many syntactic candidate patches, vali-
dating them against the tests (e.g., GenProg [49], Prophet [58],
AE [107], HDRepair [46], ErrDoc [94], JAID [15], Qlose [19],
and Par [39], among others). Techniques such as DeepFix [31]
and ELIXIR [80] use learned models to predict erroneous pro-
gram locations along with patches. ssFix [110] uses existing
code that is syntactically related to the context of a bug to pro-
duce patches. CapGen [109] works at the AST node level
(token-level) and uses context and dependency similarity
(instead of semantic similarity) between the suspicious code
fragment and the candidate code snippets to produce patches.
To manage the large search space of candidates created
because of using finer-level granularity, it extracts context
information from candidate code snippets and prioritizes the
mutation operators considering the extracted context infor-
mation. SimFix [36] considers the variable name and method
name similarity in addition to the structural similarity
between the suspicious code and candidate code snippets.
Similar to CapGen, it prioritizes the candidate modifications
by removing the ones that are found less frequently in exist-
ing patches. Hercules [81] generalizes single-location pro-
gram repair techniques to defects that require similar edits be
made in multiple locations. Enforcing that a patch keeps a
program semantically similar to the buggy version by ensur-
ing that user-specified correct traces execute properly on the
patched version can repair reactive programs with linear tem-
poral logic specifications [98]. Several repair approaches have
aimed to reduce syntactic or semantic differences between
the buggy and patched program [19], [36], [38], [45], [63], [98],
[109], with a goal of improving patch quality. For example,
Qlose [19] minimizes a combination of syntactic and semantic
differences between the buggy and patched programs while
generating candidate patches. SketchFix [34] optimizes the
candidate patch generation and evaluation by translating
faulty programs to sketches (partial programs with holes)
and lazily initializing the candidates of the sketches while val-
idating them against the test execution. SOFix [50] uses 13
predefined repair templates to generate candidate patches.
These repair templates are created based on the repair pat-
terns mined from StackOverflow posts by comparing code
samples in questions and answers for fine-grained modifica-
tions. SapFix [60] and Getafix [83], two tools deployed on pro-
duction code at Facebook, efficiently produce repairs for large
real-world programs. SapFix [60] uses prioritized repair strat-
egies, including pre-defined fix templates, mutation opera-
tors, and bug-triggering change reverting, to produce repairs
in realtime. Getafix [83] learns fix patterns from past code
changes to suggest repairs for bugs that are found by Infer,
Facebook’s in-house static analysis tool.

SOSRepair’s approach to using existing code to inform
repair is reminiscent of Prophet [58], Par [39], IntPTI [16],
and HDRepair [46] that use models of existing code to cre-
ate or evaluate patches. SOSRepair does not use patterns,
but rather considers a database of code snippets for candi-
date patches, using a constraint solver and existing test
cases to assess them. The latter class of approaches use
semantic reasoning to synthesize patches to satisfy an
inferred specification (e.g., Nopol [112], Semfix [73], Direct-
Fix [63], Angelix [64], S3 [45], JFIX [44]). SemGraft [62] infers
specifications by symbolically analyzing a correct reference
implementation (as opposed to using test cases), but unlike
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SOSRepair, requires that reference implementation. Gene-
sis [55], Refazer [79], NoFAQ [20], Sarfgen [100], and
Clara [30] process correct patches to automatically infer
code transformations to generate patches, a problem con-
ceptually related to our challenge in integrating repair snip-
pets to a new context.

SearchRepair [38] combines those classes, using a con-
straint solver to identify existing code to construct repairs.
SOSRepair builds on SearchRepair, fundamentally improv-
ing the approach in several important ways. It is signifi-
cantly more expressive (handling code constructs used in
real code and reasoning about snippets that can affect multi-
ple variables as output) and scalable (SearchRepair could
only handle small, student-written C programs), supports
deletion and insertion, uses failing test cases to restrict the
search space, repairs code without passing examples, and
its encoding of the repair query is significantly more expres-
sive and efficient.

The location mechanism we adapt to repair queries
was previously proposed for program synthesis [35] and
adapted to semantic-based program repair [63], [64], [73].
Despite underlying conceptual similarities, SOSRepair dif-
fers from these approaches in key ways. Instead of replacing
buggy expressions in if conditions or assignments with syn-
thesized expressions, SOSRepair uses the constraint solver
to identify existing code to use as patches, at a higher level of
granularity than in prior work. Like SOSRepair, semantic-
based approaches constrain desired behavior with failing
test cases to guide patch synthesis. Critically, however, prior
techniques require that the expected output on failing test
cases be explicitly stated, typically through annotation. See,
for example, https://github.com/mechtaev/angelix/
blob/master/doc/Manual .md. SOSRepair automatically
infers and uses the negative behavior extracted from the
program state with no additional annotation burden.

Like SOSRepair, approaches that aim to generate higher-
quality patches using a test suite are complementary to
attempts to generate oracles to improve the test suite. For
example, Swami processes natural-language specifications to
generate precise oracles and tests, improving on both devel-
oper-written and other automatically-generated tests [69].
Similarly, Toradacu [29] and Jdoctor [9] generate oracles from
Javadoc comments, and @ Comment [92] generates precondi-
tions related to nullness of parameters, each of which can lead
to better tests. Regression test generation tools, e.g., Evo-
Suite [23] and Randoop [74], can help ensure patches do not
alter otherwise-undertested functionality. UnsatGuided [114]
generates regression tests using EvoSuite to constrain the
repair process and produce fewer low-quality patches. How-
ever, automatically-generated tests often differ in quality
from manually-written ones [84], [101], and have different
effects on patch quality [85]. Specification mining uses execu-
tion data to infer (typically) FSM-based specifications [1], [5],
(6], [7], [28], [41], [42], [43], [51], [52], [53], [54], [78], [82].
TAUTOKO uses such specifications to generate tests, e.g., of
sequences of method invocations on a data structure [18],
then iteratively improving the inferred model [18], [99]. Patch
quality can also potentially improve using generated tests for
non-functional properties, such as software fairness, which
rely on observed behavior, e.g., by asserting that the behavior
on inputs differing in a controlled way should be sufficiently

similar [3], [11], [26]. Meanwhile, assertions on system data
can also act as oracles [71], [72], and inferred causal relation-
ships in data management systems [24], [65], [66] can help
explain query results, debug errors [102], [103], [104], and
suggest oracles for systems that rely on data management
systems [67].

Our central goal is to improve the ability of program
repair to produce correct patches. Recent work has argued
for evaluating patch correctness using independent tests [47],
[85], [111], [113], which is the approach we follow, as
opposed to manual examination [57], [76]. Of the 22 defects
for which SOSRepair produces patches, 9 pass all the inde-
pendent tests, more than prior techniques. Improving fault
localization, 16 of the patches SOSRepair® produces pass
all independent tests. This suggests that high-granularity,
semantic-search-based repair can produce more high-quality
patches, and that better fault localization can play an impor-
tant role in improving repair quality.

6 CONTRIBUTIONS

Automated program repair may reduce software production
costs and improve software quality, but only if it produces
high-quality patches. While semantic code search can pro-
duce high-quality patches [38], such an approach has never
been demonstrated on real-world programs. In this paper,
we have designed SOSRepair, a novel approach to using
semantic code search to repair programs, focusing on extend-
ing expressiveness to that of real-world C programs and
improving the search mechanism’s scalability. We evaluate
SOSRepair on 65 defects in large, real-world C programs,
such as php and python. SOSRepair produces patches for 22
(34%) of the defects, and 9 (41%) of those patches pass 100%
of independently-generated, held-out tests. SOSRepair
repairs a defect no prior techniques have, and produces
higher-quality patches. In a semi-automated approach that
manually specifies the fault’s location, SOSRepair patches 23
defects, of which 16 (70%) pass all independent tests. Our
results suggest semantic code search is a promising approach
for automatically repairing real-world defects.
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