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Main Contribution
How do we know a program does what it claims to do?

Research Impact:
- Computer Systems
- Interesting and novel use of Natural Language Processing.
- Usable Privacy

https://www.usableprivacy.
org/
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Success story
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Topic Modeling in 2 mins
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Next few slides from Prof. Blei’s talk slides
http://www.cs.columbia.edu/~blei/talks/Blei_Topic_Modelin
g_Workshop_2013.pdf
http://www.cs.columbia.edu/~blei/talks/Blei_Science_2008.
pdf
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Pois oning by lee-cream. 
No chemist ce rtni nly would $Uppo$e that the ""me 

poison exists in all s,imp le of ice-cream . which have 
produced untoward sy mptoms in man. Minern l poi­
son.sJ copper, rend, nn,enic, and mercury, have aJl 
been found in ice cream. In some instio.nces: these 
bave be n used with c1;mi11al in te nt . In other cases 
their presence ha s been acGidental. Likewise , th.at 
va.uil1a. is sometimes tho bearer, nt least, of the poi~ 
son, is well known to a ll chemisus. D1·. Bartl ey's 
idea that tho poisonous properties of th e cream w hieh 
he e:,:amioe d were due to putrid gelntino is cert<Uoly 
n 1-n.tional theory. The poisonous pri.ncip le might in 
tbia caae n.riso from the do,compos:ition of the gt,la.tine; 
or with the gelatine there may be introduc ed into tho 
milk o. fe1·mont , by the growth of which a. poison ia. 
pr oduced. 

But in the cream wWch I exo.mi.ned, none of th e 
above sour ces of tbe poisoning exi•ted. Th ere were 
uo mineral poisons present. No ge latin e of any kind 
had been us• d in making the crea m. The vanilla 
used wo.s shown to be not poisouo us. This sbow iug 
,vas mo.de, not by~ chcm ico.1 anal .vsisl \'1hich might 
not bave been conc lusive, but Mr. N vie and I drank 
of the 110.nillo. c.xt,ract which was US@d1 an d no ill re­
sul ts followed. St ill , from t his cream we isolated 
tbe so.mo poison which I had bef ore found in poiBon~ 
ous ch ease (Zeitsclwlft fi1t· p hy1tw/()(Jisc1.. cliem w, x, 
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Chaotic Beetles 
Chatlos Godfray and Mlc:llael Hassell 
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Topics as summary
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human evolution disease computer 
genome evolutionary host models 

dna species bacteria information 
genetic organisms diseases data 
genes life resistance computers 

sequence origin bacterial system 
gene biology new network 

molecular groups strains systems 
sequencing phylogenetic control model 

map living infectious parallel 
information diversity malaria methods 

genetics group parasite networks 
mapping new parasites software 
project two united new 

sequences common tuberculosis simulations 



Evolution of topics over time
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"Theoretical Physics" "Neuroscience" 

FORCE OXYGEN 

NEAVE:: .. :: .. 

1880 1900 1920 1940 1960 1980 2000 1880 1900 1920 1940 1960 1980 2000 



Latent Dirichlet Allocation (LDA)

A document exhibits multiple topics
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Latent Dirichlet Allocation (LDA)

Each document is a random mixture of corpus wide topics

Each word is drawn from one of those topics
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Table 1: Topics mined from Android Apps 
Id Assigned Name 
0 "personalize " 

2 

3 

4 
5 

6 

7 

8 

9 

10 

11 

12 
13 

14 
15 

16 
17 
18 

19 

20 

21 

22 
23 
24 
25 

26 

27 

28 

29 

'game and cheat 
sheets " 
"money' ' 

"tv" 

"music" 
holidays" and 

religion 
"navigation and 
trave l" 
"language " 

"share " 

'weather and stars ' 

'1iles and video " 

"photo and social' 

"cars ' 
"design and art " 

"food and recipes" 
"personalize " 

"hea lth" 
"travel' 
"kids and bodies" 

ringtones anc:I 
sound ' 
"game " 

"search and 
browse " 
"batt le games " 
"settings and utils " 
"sports " 
"wallpapers " 

"connection " 

"policies and ads" 

"popu lar media " 

"puzzle and card 
games " 

slot , mach ine, money, poker, currenc , market , 
t rade , stock , casino co in, finance 
tv, chan nel, countr i, live, watch , germani, na­
tion , bbc, newspap 
music, song , radio, play, player, listen 
chr istmas, halloween , santa , year , holiday, is­
lam, god 
map, inform, track, gps, navig , travel 

language , word , english, learn , german , 
translat 
emai l, ad , support , facebook , share , tw itter, 
rate , suggest 
weather , forecas t, locate , temperatur , map , 
city, light 
file , down load , v ideo , media, support , man ­
age , share , view, search 
photo , friend, facebook, share , love, twitter, 
pictur , chat , messag , galleri , hot , send socia l 
car, race , speed , dr ive, vehicl , bike, track 
life, peopl , natur , form , feel , learn , art , design , 
uniqu , effect , modern 
recip , cake , chicken, cook , food 
theme , launcher , download , install, icon, 
menu 
weight, bodi , exerc ise, diet , workout , medic 
citi , guid , map, travel, flag , count ri , attract 
kid , anim, color , girl, babi , pictu r, fun , draw, 
des ign , learn 
sound , rington , alarm , notif , music 

game, pla i, graphic , fun, jump, level, ball, 3d , 
score 
search, icon , delet , bookmark, link, homepag , 
shortcut, browse r 
story , game , monster , zomb i, war , batt le 
screen , set , widget , phone, batteri 
team , footba ll, leagu , player, spo rt, basketbal 
wa llpap, live, home , screen , background , 
menu 
device , connect , network , wif i, blootooth , in­
ternet , remot , server 
live, ad , home , applovi n, notif , data , polic i, pri­
vacy, share , airpush , advertis 
ser i, video , film, album , movi , mus ic, award , 
star , fan , show, gangnam , top, bieber 
game, plai , level, puzzl , playe r, score , chal­
leng , card 

Table 3: Clusters of applications. "Size" is the number of appli­
cations in the respective cluster. "Most Important Topics" list 
the three most prevalent topics; most important(> 10%) shown 
in bold. Topics less than 1 % not listed. 

Id Assigned Name 
"sharing" 

2 "puzzle and card 
games" 

3 "memory puzzles" 

4 "music" 

5 "music vide os" 

6 "religious 
wallpapers" 

7 "language" 

8 "cheat sheets" 

9 "utils" 

10 "sports game" 

11 "battle games" 

12 "navigation and 
travel" 

13 "money" 

14 "kids" 

15 "personalize' 

16 "connection" 

17 "health" 

18 "weather" 

19 "sports" 

20 "files and videos" 

21 "search and browse" 

22 "advertisements" 
23 "design and arl" 

24 "car games" 

25 "Iv live" 

26 "adult photo" 

27 "adult wallpapers" 

Size 
1,453 

953 

1,069 

714 

773 

367 

602 

785 

1,300 

1,306 

953 

1,273 

589 

1,001 

304 

823 

669 

282 

580 

679 

363 

380 
978 

449 

500 

828 

543 

Most Important Topics 
share (53%) , settings and utils, 
navigation and travel 
puzzle and card games (78%) , 
share, game 
puzzle and card games (40%) , 
game (12%), share 
music (58%), share, settings and 
utils 
popular media (44%), holidays 
and religion (20%) , share 
holidays and religion (56%). de­
sign and art, wallpapers 
language (67%), share, settings 
and utils 
game and cheat sheets (76%), 
share, popular media 
settings and utils (62%). share, 
connectio n 
game (63%), battle games, puzzle 
and card games 
battle games (60%). game (11 %), 
design and art 
navigation and travel (64%), 
share, travel 
money (57%) , puzzle and card 
games, settings and utils 
kids and bodies (62%). share, 
puzzle and card games 
personalize (71 %), wallpapers 
(15%), settings and utils 
connection (63%), settings and 
utils, share 
health (63%), design and art, 
share 
weather and stars (61%), set­
tings and utlls (11 %), navigation 
and travel 
sports (62%) , share, popular me­
dia 
files and videos (63%), share, 
settings and utils 
search and browse (64%) , game, 
puzzle and card games 
policies and ads (97%) 
design and art (48%), share, 
game 
cars (51%), game, puzzle and 
card games 
tv (57%) , share, navigation and 
travel 
photo and social (59%) , share, 
settings and utils 
wallpapers (51 %), share, kids 



Implementation

•App collection
CHABADA collect 22,500+ Android applications from Google Play Store

• Identify Topics
Using Latent Dirichlet Allocation (LDA) on the app descriptions to
define 30 topics (Eg: music, money…)
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Implementation

•Cluster Apps
CHABADA classifies apps into 32 clusters using K-Means algorithm with
its related topics

•Used APIs 
In each cluster, CHABADA identifies sensitive APIs each app statically
accesses
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Implementation

•Outliers
CHABADA identifies outliers in the APIs clusters using unsupervised
one-class SVM anomaly classification
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Evaluation

•Outlier Detection
RQ1: Can our technique effectively identify anomalies (i.e., mismatches 
between description and behavior) in Android applications?

•Malware Detection
RQ2: Can our technique be used to identify malicious Android applications?
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Evaluation – Outlier Detection

• Experiment data
- 32 clusters with an entire set of 22,521 applications

• Experiment - CHABADA
- Partitioning and training: 9 subsets for training and 1 subset for 

testing; run 10 times
- Manual assessment: 3 categories (malicious, dubious, benign)
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Evaluation – Outlier Detection

• Result:
- Top 5 outliers are identified from each cluster; 160 outliers out of 

22,521 applications
- Top outliers, as produced by CHABADA, contain 26% malware; 

additional 13% dubious apps
- 39% of the top 5 outliers require additional scrutiny by app store 

managers or end users
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Evaluation – Malware Detection
• Experiment data
- Original set of “benign” apps (2,238) and reduced set of “malicious” 

apps (172)
• Experiment:
- Run OC-SVM as a classifier that decides whether an element would 

be part of the same distribution or not
• Comparison:
- Classification using topic clusters
- Classification without clustering
- Classification using given categories
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Evaluation – Malware Detection

• Classification using topic clusters

Predicted as malicious Predicted as benign

Malicious apps 96.5 (56%) 75.5 (44%)

Benign apps 353.9 (16%) 1,884.4 (84%)

Table 1: Checking APIs and descriptions within topic clusters (CHABADA)

In our sample, even without knowing existing malware patterns, 
CHABADA detects the majority of malware as such.
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Evaluation – Malware Detection

• Classification without clustering

Predicted as malicious Predicted as benign
Malicious apps 41 (24%) 131 (76%)

Benign apps 334.9 (15%) 1,903.1 (85%)

Table 2: Checking APIs and descriptions in one single cluster

Classifying without clustering yields more false negatives.
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Evaluation – Malware Detection

• Classification using given categories

Predicted as malicious Predicted as benign
Malicious apps 81.6 (47%) 90.4 (53%)

Benign apps 356.9 (16%) 1,881.1 (84%)

Table 3: Checking APIs and descriptions within Google Play Store categories

Clustering by description topics is superior to clustering by given 
categories
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Classification using topic clusters
Predicted as malicious Predicted as benign

Malicious apps 96.5 (56%) 75.5 (44%)
Benign apps 353.9 (16%) 1,884.4 (84%)

Classification without clustering
Predicted as malicious Predicted as benign

Malicious apps 41 (24%) 131 (76%)
Benign apps 334.9 (15%) 1,903.1 (85%)

Classification using given categories
Predicted as malicious Predicted as benign

Malicious apps 81.6 (47%) 90.4 (53%)
Benign apps 356.9 (16%) 1,881.1 (84%) 23



Discussion 

1. LDA is definitely not the best way to do this. 
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LDA only assigns probability mass to very few words in a topic and 
there is a high chance that a word representing malicious behavior 
will be left out. 



Discussion 

2. Problem with source of data
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Discussion 

3. Anomalous behavior definition not robust 
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Sending text messages to alert users of bad weather might be ok 
but not be present in the description



Discussion 

4. Sensitivity to hyper-params
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Discussion 

5. What next? How do you plan to let the consumer’s know?
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Thank you!


