


In distinguish ability
-

Roughly ,
distributions fr .

v.
'

s D
, ,

Dz
are indistinguishable it for all

adversaries A ,

Adda ) : -

- RIA C D.) ⇒# ) - Pu[AGzI⇒1)
C- ECE )

for some small E
.

D. Is De When A
is #

unbounded
-

D
, To Da when

Aisbromated

( GE ) - indistinguishable
One - Waynes s

-

( X
,

Y ) correlated
V. V. ' S

( X
,

fly ) ) foreman
We say f is O.W. on X

end 'SFall

if PvE # ( f ⇒ y ]se
' '



A Cflx))⇒x
if f is injective

A L Hx ) ) ⇒ x
'

st . flex )=ECx7

ingenue

* One - way ness
,

in distinguish ability
arefundamental notions

in cryptography -

(' ' ' ' a

:* .¥÷÷ ,

§ and collision - resistance !

Hashfunction

It :{0,13*440,71*9
n

5- HA family SAAtA3



Merkle - Damgoard paradigm

Start with a fixed - length
compression function wait to

Ban

construct
TED h :{ 0,13

" k

-790,13
"

He
this h is often built out of

A block cipher

-basich : block ciphers .
and Pret

E :{ 0,13

'kx{att
-710,17

"

AES
-

typical assumption about
block ciphers :

PRE
prf

-

Adv (A) = Pr -1 A
" ' ' '

⇒ 1 ]
E

.
p , -1 A ⇒ I ]

#
Davies - Meyer

h : 20,13
'm

→ go.IT
' Kanak

e- I.es?4hCk11x7--E wook



Hop :{ 0,13*-520,13
"

hyu.15446.si

Merkk-,Damgard÷EIiBg¥b→

.

!Mi¥m
,

TD=p
* want to show it n is

collision - resistant then H is

collision resistant

need "

strengthening
"

: append length
of message .length-exlensionattaT

Given It Cx ) for unknown

X
,

can compute It ( XII# )

jjGran
Cy derivation

-

It :{ 0,13*-20,13
"

and a distribution * with
" entropy

"

Hex )=e$$



Proof of MD
SH IAI 256

bits
- output

m

:÷÷÷÷÷¥ii÷÷¥s

.

M -

a-Case I : 11mV A Nm 'll

Case 2 : HMU . = Hm . 'll[ imagine
, .pethheahoamnwuo' ions

backwards
"

- How to construct It out of h I

- How to construct h out of
A block cipher

↳ '

Davies - Meyer

PBI h Lilly ) = E
, Cy ) toy

block cipher : family of permutations DES
indexed by a key . AES

E -
- Keys x Dom → Don



He Conventional security assumption
About block ciphers :

pseudorandom function

AES 128 key length
128 block length

→ Stronger security " assumption
" '

ideal cipher model
- block cipher is modeled as an

independent uniform permutation
On every key .

=

kilt:
:

"
:S



Constructing MACS from
hash functions .

→ what are mats ?

MAC = ( 12
,

T.V )
= key - generation algorithm K

keek



f- is O.w. ,
r . I niff

-

Tom "

If Pr[A(fCx71⇒ X
'

St f- C x ) =fG§
E E

.

Ff is GR .
if

PEA⇒ 4¥?.IE:2#B= e
.

CK ⇒ O . w
.

If f is compressing
o.w⇒cr?y Need

How to prove a non - implication
-

Suppose Ouw . function f
exists .

Construct f ' Sf :

* f '
is Ouw

.
* f- '

is not CR
.

.



f
'

( × ) = §
. O if xe Eliz }

f- Cx ) o .
w

.

→ collision on I
,

2
.

→ W . 55
- if you can

break one -

way ness of f '

then you can break

one - way ness of f .

q=f( x )

•

A
' breaks f

'

if Ajucceeds : f
' fx '

)=y
w.IS

.

f ( x
' I = y



To construct f
'

:

Find y gt . If
- '

Lgd )
is

"

small
"

- If no Such exists
then f is not O .

W
-

Define fY×)={yifx=iEthel
✓ O .

W .



Random Oracle Model
-

- Model of computation Where

every algorithm C scheme algs ,

adversaries . . . ) have access to

the saree random function .

X_§ If TIX ] is

⇐÷÷÷:÷÷÷.oret TEXT

warm-up
:

120

How to design PRE
In the Rao .

model ?

Note : F keys x Dom → Rug is a

PRF if -5ft. #
⇒ a ] - pins

" IT
is small

.

where the 1st probability is over K and
$ is a random function from Dom to Ring .



RO model guarantees no
" black boy

" attacks

"

prep end
"

construction

Fix ) = It ( Knx )

Fhm
"

L x ) = HCXHK )

yejpnorw-tf.in
" 'm -

Cx ) = ( k llxllk )
µ
qyµSfMY

d

Has

Claim . Fire is a PRF in
-

the RO model -

Intuition :

two oracles

Frore
,

# In i$
,

H



y Pseudorandom function

PRFsintheKOmo
Attack model

Recall PRF def in standard
model :

F : l2xD→R

Real Game : Rand Game :

KEEK ftfunoTDiR ]

b ←$ AFKC . I { b # Afl . I

ret b ret b

Adv Et CA )=

Pr eat # IT - PrERan⇒dIf
2-

Note ! Rand Game can be
implemented efficiently

Via "

lazy sampling
"

Attack Modell in RO model

Oct Fumio ,
RI

•

.

.÷÷÷÷¥÷÷÷÷÷÷±

:
Exp-107 is

HACK .) ,fC . )

" rand
. " ret

.



A makes distinct queries,ogTo prove
: In the RO PRF

attack model

Adv Ee CA ) msn.de .

we're going to use
"

game - playing " or

a game hopping
' '

'÷⇒÷÷i÷÷÷
¥6

,
Initialize empty array

Map :D - ' 12

KIK
On F pre query X do :

:

y # R
I t ¥ HXE Dom C Map )

maplkllxky.thyefmbaapdmtetrueyfxret.AM



⑧

bin
v. query m do :

year
If me Dom C map ) then {

badz ← true

Legions. ret y ✓
E

.

A
" " " " IA ,Jk

" t

Fundamental Lemma of
Game

- -
'

. yi
-

gaLemme let Go
.

' i .nl

until bad is set . Then

PrI6o⇒H - Pio ,⇒z]spr[4b]



p r I 6
.

⇒ If - p if ↳ ⇒ I ]
E p r Ebo setsad ]

IEen
fried)

I 121

p r I 6
,

⇒ I ] - PurI Gz ⇒ 1)
I A ( G

,
sets bad ]

s

goTHT

Go



MAC :KxD→R

Suppose we have a MAC for
Short messages Leg a block  cipher )
Extend it to be a MAC for long

messages via

MAC :C x ) = MACK CHCH )

where It :{ 0,15*-7 { 0,13£ and
MAC works on messages of length l

thmeniem.e.at.ET-canisaaifi.me#s
then MAC

'
is a secure MAC .

[Recall : Secure MAC

UF - CMA

iKEK

?
÷:::T÷÷÷:¥:÷÷

- m # ¥ mi Hi

Adv



w TS

Aditi:7 " CA ) is

small

f- efficient A



Game 6
,

:

On forgery attempt
( m* ,

0*1 :

ye - A C m
't )

Its ist Hlm ,
) -

- HCm*)
then y #E 0,131

If MAC * Gy) = 0¥
. Ret 1

Else ret O
.



( m
't

, GT # AOIas

Ek
,

. )

Oradelttag
Xi ← x

y i c- Eval ( K
,

x )
vet yi

-

Proof
go y - - n - negOates

GayeGoiUF-LMhga.my#

set BAD if Fist  

AEffiym* ,

bamebi.Returnowhlhisset.ie#TBA*. Prf Go⇒ IT s Pila .⇒ I ]
Adv ?

.tt#E
tPr[6os§t

We give a CR adversary
AH that finds a collision

in It w/ P 6 . sets BAD .



Adversary A
*

:

K t 12

Run A :

When A makes

query mi do :

Ei e- Eval Clk , mi )

Until A outputs
( m

*
,

ok )

If Fist A C m
't )

= H C mi )
then Return

( m
*

, mi )
ret I

Pr I At wins ] = Pr [ Go sets
BAD ]

-



QUESTION :

What is the goal in defining G
.

?

ANSWER :

We want to construct an adversary
against the base Ci . e

. starting ) MAC
scheme such that its advantage is

at least as large as the probability
G

,
outputs I

.

cuts :

IBM
St .

au.es?iodn7momacBns-Pr-4=e#LsfTnC

Why ?

QUESTION :

What is G
,

and what is Bm ?

MAC Challenger
⑨

TE .
It I m* )

,
tot m* , t

't

TF--#
A : attacking BIG MAC t*= MACK C Hlm ;)

Bm : attacking little MAC



UF - CMA GAME

-
MAC : Idk 'M -7T

-

-

KIK
.

MACK Cmi )
-

\ QUERY PHASE -It.÷÷÷:÷÷H-
-

Challenger Adversary
return I if :

{ In.it#mmiar:iii...Hms:iatn*.i:
-

a forgery if ' this

- holds !
,

" t

y

AdvtmtamaCAT = .

Pr [ UF - CMA GAME ⇒ I ]
=

executed with Anand MAC



MAC is UF - CMA secure if

If efficient A
,

AdvumtMCAT is small .



A message authentication
code is a function family

MAC ( Keygen . Tag )
or

MAC : Id xD -7 R



HMI
- How to MAC using a hash

function ?

preliminary ideas :

* append the key

It ( M Uk )
- offline attack !

* pvepend the
key

? HC Kum )
°

A envelope

HCKHMNK )
-

Offline - Online attack against
append - the - key

at¥¥m:final
.

:p



merkle-Damgardlto.ME
] HMH

.  

-
Offline attack on H :

Bioirthdayttttacksfor
output of size N

,
finds a

collision in expected

Olin ) time
.

Alg Birthday Attack
- Ss - I

Tutti
-

Generate s uniform random

messages M
. , .  -

, Ms
- Compute xitltcmi ) Hi

- Look for itj st
. Hcm ; ) 's Hlm ;)

Output mi ,
m ;



- at :[ m ] - EN ]
theorem .

'

[
et m

,
Ms be the

Uniformly random messages
Sampled .

Assume
,

MMM 2100 - AN

Then Wn p .
at least 42 Ii , ;

s .
t . Acmi ) = Hcm ; )

"

proof
"

: If Xi are random

independent ,
a collision Among

the Xi will occur w . p .

I - e-
Sls - " 12N z 314 .

r

- X
, ,

. . .

, Xna are distinct Wip .

4/-5 b/c IMI ? 100 ' INI

-

Elaine.
If Almo ) = Hlm , )

then Hlmollk ) = Hcm .
UK ) .

( assuming It is MD
.

)
- m

→
. .

. .
.Brahim . ) → D-  -

⇒Dex- -

→
. . . . I > → Hcm . ) - . D . .

.

.→D→



.÷iii%¥¥. .cm . .

ltashingofHSEM.lk#.iiEiI.iiiiisiiiiI'⇒ on .

hashing of m
,

11 K
-

Prepared - the - Key

HCKHM.IM/tCkllMol1m7-T
length extensional

EFFETE m
'

-41.41.Dia .

don't know Mo
, just H C Mo )

Claim .
Can compute H ( moItm

' )
for any M

'
.



Pere fix - Free MAC : no message

allowed to be proper prefix of
another message . .

Two - key Nest :

It ( 12211 ACK
,

Hm ) )
-

-

ACK ,
HM )

.

'

is .
-

-

related to HMAC .

NMAC
Cascade .

- MEN ]

E÷Ei⇒⇒'

ka
-7Eta



{ MAC w/ keys Ki ,

Two - key nest Kz w I merkle
dam gard hash

,

- - -

I
, I

,

K , Mr M n

, I .
I b

in-t±÷¥¥
. . . .

\ n
- r

-
.  -

- /
.

s

ki
-

-
.

. 2. D

" Easeade
";ftp.z.CH

! .HE'

-
.  -

-
-

T

How to analyze two - key
nest ?

① replace k
,

'

,
KI with $

( ②twig::.iniii.is?!:p:!into↳ hbotck ,
mkhcic.im )

h top ( K ,
m ) = h Cm ,

k )
@

I



What is NMAC ?

¥ Cascade - then - PRF

EF ( ( K
, .kz )

, m ) : = F ( Kz , PECK ,
m ) )

TB
Thueorem If PF is extendable

( Finds' e'TEEPEE? '

Ear .

- Prefix - free MAC :

restricted game in which
adversary cannot query any

m , rn
"

est m is a prefix of
M

'
.

( block - wise prefixes .
)

Extendable :

If PFC k
, y) = PECK

, Y )
then Fa

PECK
,

X11 a) =P FCK
, ylla )



t
If PF is extendable

and prefix . Free PRF then

PF is a computational UHF
.

UHF

A
KIK

WIN if Humo ) = ltkcm ,
)

Htt is a computational UHF if
f efficient A the probability

that A wins is small .



Theorem .

If H is a .

-

computational UHF  and

E is a then the

" hash - then - PRF
"

MAC w/

It and E is UF - CMA
.

Question : Why can't we just
assume a MAC here ? ?

Answeri We can 't reveal

info about the trashes .

theorem .
Cascade is extendable

and prefix - free PRF
.



F.bot ( K ,
m ) = h ( K ,

m )

F top ( K
,

m ) = h ( Mile )

€
Used to reduce It

MAC
to NMAC

%::¥ee

.

et tend able

\S
prefix - free & extendable

:÷÷:::: :
""i")PRF ( c UHF ) is

UF - CMA

66M forvariableprefix

length inputs
free

& n-ary trees

ng pref 'LL ee

66M for p
variable length inputs

ng

GBM



Cascade .

input : K ,
Ms ( a

, ,
. . .

,
au )

output: a tag

tek
for 5=1 to N do :

ta - Fct , ai )
output t

a
, Av

k ID- . . .  D- .

If a, ,
. . ,Av are bits

€

call this

bit - wise cascade



Gold reich - Goldwasser - Micah
'

PRF
.

Suppose we have a PRG

G : 90,13
"

- s. { 0,13
"

GCR) = ,
U

Clength - doubting )

$eFdWhere
R is uniform on { 0,13

"

U is uniform on { 0,1324

How to construct a PRE
with domain m

{ 0,13
"

GCR )
,

range a GLR )
,

{ oils

Idea : key is a SEED

o ②KE { 0,13
"

f

Go Ck )

Goo
^

Goi:



GTK
) -

- Fido ) HELD

MED MET

-4k¥
Apply 66M to G

"

O

÷
Fein ( O )

fixed-length
Claim .

If 66M is prefix - free

PRF thencascade isp.refix-f.r.ee
.

bit - wise ) PRF .

fiyedungth



q
- This is how casque

is connected to GG M
-

- how does cascade

connect to NMAC ?

prefix - free
PRF =D c UHF

+ extendable

Recall
-

KIK

o → O
T to
A a

A Charest
WIN if

Hk Cmo ) = Hkcm , )

For all efficient A
,

PRE WIN ]

is small .



0 Ot O 010

theorem .
If F is an extendable

prefix - freeee PRF then it is a

computational UHF .

proof's Suppose A is a . c UHF

adversary attacking F .

Consider
pre adversary B

f
I "¥

Adversary B :
'

CMto,m ,
It A

y ← Fn C em ,)

Y ,
e- Fn ( m

,
)

It yo = y ,
ret I

Else ret O .

swap

Mo ,
m

, -7
Mo Ha

→ m
.

Ha St
.

neither is a prefix of

the other .



c UHF - then - PRF PRFCCUHF )
- -

CHAE ( single - query )

M o ,
My

ktfK# AC

WIN if Helm . ) -_ Holm ,
)

It is called a cuff if

✓ efficient A
,

Pr
-

LWIN ] is

Small .

multi -

query CHAE

Me ,
- . . , MaKEK e-

C A

WIN if Fits
.

St
. Hkcmitttkcm ;)

It if called a multi - a very
cult F is if efficient A

,

PVTWIN ] is small .

theorem Single -

query c' UHF -

⇒ multi - query CUHF



at most a queries .

9
proof . Let A be a multi -

query-

CUHF adversary . Consider
the single -

query CUHF

Adversary

Adversary .

A
'

c:÷÷÷return Cmism ;)
Fix an arbitrary coin sequence on

which A

?utIoYYfsFon
. If A I

runs

A on that coinsequence ,
then

it has ¥
probability

of producing

a collision . Thus

sajfsse.pt#A)s--2g.2AdvCA'7gPrIacooYi!7Yonts.nA'

iforrisiht)
=p .LA:1?iotsnI-PrIArisEtT



F = It of

Construction
At : K

, +
xD - ik e- CUHF

PEE : Hex R → Re c- PRF

Define F- : ( 12 # x Kp ) xD -712
'

Fka, ice
( X ) = Fka L Hku

.

C x ) ?
e- pref

This is the

CIUHF - then - PRF construction

Note : Compared to

hash - then - MAC
,

we

* weaken assumption an It
* strengthen assumption on f

.

* The conclusion is stronger

Theorem .
If It is ell HF and

Fisa PRE then
¥is a PRF .



F : K xD → R

either

→
Fm C.) { Fk C . ) or

$ C . I①a
.

*
Adversary → 01,

Adv (A) = PitREAL¥⇒ If
- Prf RAND I ⇒

AT
.



Computational universal

q
hash function ✓

collision resistant

CUHF vs CR hash
-

Main difference :

CR adversary GETS THE

KEY

C R

K
-7

C A

WIN if ltkcmo ) - ltxcm ,
)

CUHF

Moi Ml
C

- A-

WIN if Hellmut - Akemi )

CR Much weaker I

practical CR hash fns are

un keyed
-



Assume A makes distinct

proof of PRF ( chuff ) queries

Let A be a PRF adversary
against E

. Consider
a sequence of games played

by A :

Go : REAL game
-

K
,

# kit Kat He

On i - th query mi do :

Xi e- Hk
,

( mil

tie Fkzlxi )

return ti⑥: K
,

et Hit ti , . . . , ties R
'

-

/
On j - th query mi do :⑥

2

Xo . e- Hk
#

C Mi )

tic - to
'

If Xi -

- x ; for some is j

retuBADF.tn#iietQ

Gz is RAND game



Claim .

ee :
'

Ysosepa ,

-prf6f⇒1

] - Pr

-169
⇒ IT E Adv 'TBH

,

for some PRF adversary BE .

proof .

Fnl . )
-Adversary BF

K
.

# KH

Run A

When A makes query ME :

Xi c- Hk
,

limit

y ← Fn C * i )

ret y

Until A outputs b

Ret b

Claim -

Pr [ b. ⇒ I ] - Pr [ Go # I ]

E PRIG ,
sets BAD )

proofs .
Fundamental Lemma

{
claim .

P-TGsihhfffhn.nu'cB* )
for some But mu HF adversary .



Want to construct Bit
that breaks multi -

query
CUITF w . p .

at least probability
BAD is set .

Adversary Be#

Run
'

A

On query

Mitie R q could
also

ret to
submarine ?

until A outputs b

return l Mr .  -

, Mq )

Observation : Bit Simulates G
, for

A up to the point BAD would be

set .

Observation : WhenBLA
.

D would
.

be set
, Bit winsthe Meds AF

game .

Aguirre
-

du (A) =

Hence ,

Pr Ibo ⇒ I ] - Pr[
6¥17

= E Adv CBE) t Adv
-

CBAH
C telescoping sum )



GGM Pff
00 → I 011

-
Golo-7=10

Given : length doubling PRG

G :{ 0,13
" -710,132

"

PRG GCR ) Ies

rgecuitfruunnomwo.TK?nin
property

Want : P
- RF

G.
*  

: { 0,23
"

x 90,13
-

→ 10,13
"

20,13
"

Algorithm 6¥ C s ?Ca
, ,

. .  . gael ) :

C- c- s

For
i =L to l do :

t c- Ga
;

Ct )

vet t

•
S Can view GGM

/ PRF as a

T
!

.es , walk down

A 11
a tree .

c
Goals

) &
 o . ,



theorem 66M is a secure PRE
.

Think of the real and random

games .

we want to create a sequence
Of hybrids that move us

from the real game to random

game .

hybrids : Change level i of

the tree to random labels .

" hybrid j :

f t$FuncE{ 0,13
l -730,151

On query x
-
- La , , - - , as 7

we C a
, , . . .

, Aj )
Vt ( ajti , . . . i Ae )

y ← G #Ctfu ) ,v )
ret y

Pj= Put hybrid ,
'

⇒ I ]
we will show a PRG adversary

Aco st .

Ado C Ao ) III Pe - P
. )

=L Adv ( AG* I



vote :

Key for PRF  
= seed for -

FRG
- IT

In particular we will show that
I eAdv C Au ) = I Ep ; - Efi . i

=

j : I I  = , Pd - Po

-

Adversary Ace ( I = C r
,o ,

r
, , ,  .

-

,

cut El ] raooirq ) )
Map : 10,13 *

→ Iso
Ctr ← o

→
query x= la

, . . .

, aid :

•
we Ca

, . . .

,
aw - ri )

Run Ab #
d e- aw
V ← ( aw  +  , , - .  .

, Ad )
If u # Domain C Map )

then
Ctr c- ctrtl

Map I u ] e- ctr

.

- Map Eu ]YP 6¥ C rpd ,
V )

return
y



W b
: =

r

-

He output s b

then

Adv ( As ) = Pr I w
,

? - Pr [ Wo )
= Le I pv-lww.tw -

- 53

- I Pr Two I w -

- j )
=

Le I Pj - Z Pi - I

=

Ie ( Pe-Pod
= Ie Adv ( AG # )

AG # is the assumed
adversary against the

PRF


