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Setting the Stage

* Today we will study a second lower-level
primitive, hash functions.

e Hash functions like are
used pervasively.

Primary purpose is data compression, but they
nave many other uses and are often treated
ike a “magic wand” in protocol design.
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Collision Resistance

Definition: A collision for a function h: D — {0,1}" is a pair x,x2 € D
of points such that h(x1) = h(x2) but x; # xo.

If |D| > 2" then the pigeonhole principle tells us that there must exist a
collision for h.

We want that even though collisions exist, they are hard to find.



The Game
soppose Keys(H) =185 Mum coq B b Cl-secu!

The formalism considers a family H : Keys(H) x D — R of functions,

meaning for each K € Keys(H) we have a map Hk : D — R defined by
Hk(x) = H(K, x).

B
Game CRy procedure Finalize(xy, x2) \
procedure Initialize | IT (x1 = x2) then return false !
K & Keys(H) If (x1 & D or xo € D) then return false <
Return K Return (Hk(x1) = Hk(x2)) S
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Example

Let E: {0,1}% x {0,1}" — {0,1}" be a blockcipher. C‘Z\Q, (& C=hEs
Let H: {0,1} x {0,1}2" — {0,1}" be defined by n~1g)

Alg H(K, x[1]x[2])
y + Ex(Ek(x[1]) & x[2]); Return y
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Keyless Hash Functions

We say that H: Keys(H) x D — R is keyless if Keys(H) = {¢} consists of
just one key, the empty string.

In this case we write H(x) in place of H(e, x) or H.(x).

Practical hash functions like MD5, SHA1, SHA256, SHA3, ... are keyless.
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Se cure Hasls

SHA1 A sor Han

Alg SHAL(M) // |M]| < 264

V'« SHF1(5A827999 || 6EDIEBAL || 8F1BBCDC || CA62C1DS, M)
return V ~— — N

\eo  lorks.

Alg SHF1(K,M) // |K| =128 and M| < 2%
y < shapad(M)
Parse y as My || Mo || - || M, where |[M;| =512 (1 < < n)
V + 67452301 || EFCDABS9 || 98BADCFE || 10325476 || C3D2E1F0
for i=1,...,ndo V < shfl(K, M; || V)
return V

Alg shapad(M) // |M]| < 2%
d < (447 — |[M]) mod 512
Let ¢ be the 64-bit binary representation of |M|
y M| 1|09 ¢ // |y|isa multiple of 512
return y




Underlying Compression Function

Alg shfl(K,B | V) // |K| =128, |B| =512 and |V| = 160
Parse B as Wy || W1 || --- || Wis where |W;| =32 (0 < i < 15)
Parse V as Vo || Vi || -+ || Va where |V;| =32 (0 < i< 4)
Parse K as Ky || K1 || K2 || K3 where |K;| =32 (0 </ < 3)
for t =16 to 79 do W; <~ ROTLY(W;_3 @ W;_g ® Wi_14 © W;_15)
A+ Vy: B+ Vi; C+ Vo: D+ V3; E+ V,
for t =0to 19 do L; + Kp; Liyog = Ki; Livag <+ Ko Liteo + K3
for t =0 to 79 do
if (0 <t <19)then f<«+ (BAC)V((—-B)AD)
if (20<t<390R60<t<79)thenf<+ BpCadD
if (40 <t <59) then f<+ (BAC)V(BAD)V(CAD)
temp « ROTL>(A) +f+ E + W, + L,
E« D;D«+ C; C+ ROTL¥(B); B+ A; A« temp
Vo Wot+A: Vi« Vi+B:; Vo« Vo+C: V3 V3+D; Vo Vo+E
VW H Vi H V5 H V3 H Vy; return V
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Applications

Hashing before digitally signing.
Primitive in cryptographic protocols.
Tool for security applications.

Tool for non-security applications.

Let’s see some examples...



Password Verification

* Consider a password file stored on a remote
server and clients logging in over a secure ., e
N W~
channel. eV
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Compare-by-Hash

e Suppose two parties each have a large file and
want to know if they have the same file.
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Virus Protection

* Suppose you download an executable from
somewhere on the Internet. How do you know
it’s not a virus?




Birthday Attack\m n
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Analysis
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Function n+ Tg é/;(b Q/{\/ICQ
MD4 128 | 2%4 R

MDS5 128 @ Collsi 6™
SHAT 160" | 280 \0\1 bo\ﬂ)']
SHA2-256 | 256 | 218
SHA2-512 | 512 | 2256

SHA3-256 | 256 | 2128
SHA3-512 | 512 | 2256

T'g is the number of trials to find collisions via a birthday attack.
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When Against | Time Who

1993,1996 | md5 216 [dBBo,Do]

2005 RIPEMD | 218

2004 SHAOQ 251 JoCalela]

2005 SHAQ 240 'WaFelLaYu]

2005 SHA1 209 'WaYiYu]

2012 SHA1 200 _ 2065 f[G¢]

2005,2006 | MD5 1 minute | [WaFeLaYu,LeWadW, KI]

md>5 is the compression function of MD5
SHAO is an earlier, weaker version of SHA1



Compression Functions

A compression function is a family h: {0,1}% x {0,1}*T" — {0,1}" of
hash functions whose inputs are of a fixed size b + n, where b is called the

block size.
i Sl \0 L\('S
E.g. b =512 and n = 160, in which case

NMN—

h {01} x {0,1}2% — {0,1}'2
\ = T
ey ple

X

.

h
v o — K—hK(XH v)




Masfele ~ [ o o exoerdh
MD Transform

Design principle: To build a CR hash function
H:{0,1}* x D — {0,1}"

where D = {0,1}=2":

e First build a CR compression function
h:{0,1}% x {0,1}b+m 5 f0,1}".
e Appropriately iterat¢ h to get H, using h to hash block-by-block.
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MD Setup .5 | el

\ L
s

Assume for simplicity that |M| is a multiple of b. Let
e ||[M||p be the number of b-bit blocks in M, and write
M = M[1]... M[{] where £ = ||[M||p.
e (i) denote the b-bit binary representation of i € {0,...,2> —1}.

e D be the set of all strings of at most 22 — 1 blocks, so that
M|, € {0,...,2° — 1} for any M € D, and thus ||M||, can be
encoded as above.



The Transform

Given: Compression function h: {0,1}% x {0,1}+" — {0,1}".

Build: Hash function H : {0,1}% x D — {0,1}".

Algorithm Hy (M)
m M|y ; M[m + 1] < (m) ; V[0] < 0"
..... m + 1 do v|[i] < hx(M[i]||V[i — 1])

Return V[m + 1] N W/M
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MD preserves CR

* The nice property of the MD transform is that
it preserves collision-resistance (CR).



MD preserves CR

* The nice property of the MD transform is that
it preserves collision-resistance (CR).

* |f we start with a CR fixed input-length

compression function we end up with a CR

hash function taking ur inputs.
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MD preserves CR

ﬁ

* The nice property of the MD transform is that
it preserves collision-resistance (CR).

* |f we start with a CR fixed input-length
compression function we end up with a CR
hash function taking inputs.

 There is no need to cryptanalyze the latter.
The only way to break it is to break the f‘
compression function.
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Compression from Blockcipher?
(N sk = b b (Dd,l.o.vqu-m =n

Let iEg: {0, 1}i>< {0,1}" — {0, 1}”‘§be a block cipher. Let us design

keyless compression function
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how GHAZ's  (ompression Kundriom
A Better Way boerk s

Let £:{0,1}* x {0,1}" — {0,1}" be a block cipher. Keyless compression

function CompPresSSion
may be designed as D oV eed— N\Q;;(\\M
) = By DN LN
Qﬂ\\ > 0\“@{/\”\

The compression function of SHAL is underlain in this way by a block

cipher E : {0,1)512 x {0,1}160 — {0,1}160, Nosd o Solue
tor Vg
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owtpeY  Non-Generic Attacks

When Against | Time Who

1993,1996 | md5 216 dBBo,Do]

2005 RIPEMD | 218

2004 SHAO 251 JoCalela]

2005 SHAQ 240 'WaFelaYu]

2005 SHA1 209 'WaYiYul

2012 SHA1 200 _ 005} | IG¢]

2005,2006 | MD5 1 minute | [WaFeLaYu,LeWadW,KI]

md>5 is the compression function of MD5

SHAO is an earlier, weaker version of SHA1
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(N TST| ompekitron
SHA3 Competition

Submissions: 64

Round 1: 51

Round 2: 14: BLAKE, Blue Midnight Wish, CubeHash, ECHO, Fugue,
Grostl, Hamsi, JH, Keccak, Luffa, Shabal, SHAvite-3, SIMD, Skein.

—
Finalists: 5: BLAKE, Grostl, JH, Keccak, Skein.
SHA3: 1: Keccak
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Winner: The Sponge Construction
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f: {0,1}"t¢ — {0,1}"*¢ is a (public, invertible!) permutation.
d is the number of output bits, and ¢ = 2d.
SHA3 does not use the MD paradigm used by SHA1 and SHAZ2.

Shake(M, d)— Extendable-output function, returning any given number d

of bits. S
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absorbing squeezing

f: {0,1}"t¢ — {0,1}"*¢ is a (public, invertible!) permutation.
d is the number of output bits, and ¢ = 2d.

SHA3 does not use the MD paradigm used by SHA1 and SHAZ2.

Shake(M, d)— Extendable-output function, returning any given number d
of bits.



