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What	is	a	“good”	blockcipher?

We	want	to	define	a	notion	of	a	“good”	
blockcipher,	where	“good”	means	natural	uses	of	
the	blockcipher	are	secure.	
One	idea	is	to	list	requirements:	
• Key	recovery	is	hard.	
• Message	recovery	is	hard.



Analogy	to	Intelligence

What	if	we	want	to	define	the	notion	of	
“intelligent”	for	a	computer	program?	
Again,	one	idea	is	to	list	requirements:	
• It	can	be	happy.	
• It	can	multiply	numbers	
• …	but	only	small	numbers.



Turing’s	Answer

A	program	is	“intelligent”	if	its	input/output	
behavior	is	indistinguishable	from	that	of	a	
human.



The	Turing	TestTuring Intelligence Test

Game:

• Put tester in room 0 and let it interact with object behind wall

• Put tester in rooom 1 and let it interact with object behind wall

• Now ask tester: which room was which?

The measure of “intelligence” of P is the extent to which the tester fails.
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The	Analogy

Real versus Ideal

Notion Real object Ideal object

Intelligence Program Human
PRF Block cipher ?
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Playing	with	Probabilities
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Function	Families
Function families

A family of functions F : Keys(F )× Dom(F )→ Range(F ) is a
two-argument map. For K ∈ Keys(F ) we let FK : Dom(F )→ Range(F )
be defined by

∀x ∈ Dom(F ) : FK (x) = F (K , x)

Examples:

• DES: Keys(F ) = {0, 1}56, Dom(F ) = Range(F ) = {0, 1}64

• Any block cipher: Dom(F ) = Range(F ) and each FK is a
permutation
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Intuition
Adversary interacts with either

(1) the read function C keyed by an

Unknowns random ke Keys CF ) -

recall by Kerk off 's principle
the adversary knots the function
F : keys x Dom CF ) 4

RANGE
( F )
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The	Games
The games

Let F : Keys(F )× Dom(F )→ Range(F ) be a family of functions.

Game RealF

procedure Initialize
K

$← Keys(F )

procedure Fn(x)
Return FK (x)

Game RandRange(F )

procedure Fn(x)

T[x ] $← Range(F )
Return T[x ]

Associated to F ,A are the probabilities

Pr
[

RealAF⇒1
]

Pr
[

RandA
Range(F )⇒1

]

that A outputs 1 in each world. The advantage of A is

Advprf
F (A) = Pr

[

RealAF⇒1
]

− Pr
[

RandA
Range(F )⇒1

]

19 / 65

#
Over coins of

gave 's
,

coins
of adversary

measure →
of success



Advantage	Interpretation

The measure of success

Let F : Keys(F )×Domain(F )→ Range(F ) be a family of functions
and A a prf adversary. Then

Advprf
F (A) = Pr

[

RealAF⇒1
]

− Pr
[

RandA
Range(F )⇒1

]

is a number between −1 and 1.

A “large” (close to 1) advantage means

• A is doing well

• F is not secure

A “small” (close to 0 or ≤ 0) advantage means

• A is doing poorly

• F resists the attack A is mounting
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PRF	Security
PRF security

Adversary advantage depends on its

• strategy

• resources: Running time t and number q of oracle queries

Security: F is a (secure) PRF if Advprf
F (A) is “small” for ALL A that

use “practical” amounts of resources.

Example: 80-bit security could mean that for all n = 1, . . . , 80 we have

Advprf
F (A) ≤ 2−n

for any A with time and number of oracle queries at most 280−n.

Insecurity: F is insecure (not a PRF) if there exists A using “few”
resources that achieves “high” advantage.
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Examples
One - time pad block cipher

E :{0,1344 30,13k → 10,13k where

Eklx ) # to K
.

Let 's rare show this is net a PRE
.

-

AdversaryA
y ← Fn Coe )

x 't Fn

Key)If x' = oh Rett
Else return O



claim
Pr EREALE ⇒

¥371
.

Alain: Pr I RAND

i%jk⇒$=z
- e

proof of Claim I :

By de f- of E we have

Fx( ol ) -

-Okka K = K
= Fn ( k ) = Kot12=0 l ✓

proof of Ellin 2 :

Consider anexecution Of
RAND whitsk after Fn ( ol ) is

fixed
, i.e

. y is Heed
. Them

Fn Cy ) is independentlyrandom so

Pr I En Cy ) = ① hey=2- k
, ✓



Birthday	Attack



Birthday bounds

Let

C (N, q) = Pr [y1, . . . , yq not all distinct]

Fact: Then

0.3 · q(q � 1)

N
 C (N, q)  0.5 · q(q � 1)

N

where the lower bound holds for 1  q 
p
2N.
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Birthday Problem

Pick y1, . . . , yq
$ {1, . . . ,N} and let

C (N, q) = Pr [y1, . . . , yq not all distinct]

Birthday setting: N = 365

Fact: C (N, q) ⇡ q2

2N

Mihir Bellare UCSD 38



Analysis



Birthday attack on a block cipher

Conclusion: If E : {0, 1}k ⇥ {0, 1}` ! {0, 1}` is a block cipher, there is an

attack on it as a PRF that succeeds in about 2
`/2

queries.

Depends on block length, not key length!

` 2
`/2

Status

DES, 2DES, 3DES3 64 2
32

Insecure

AES 128 2
64

Secure

Mihir Bellare UCSD 47



PRF-Security	Implications	

PRF-security	can	be	seen	as	a	“master	property”	
for	blockciphers	that	implies	all	other	security	
properties	we	want.	

E.g.,	we	can	show	that	PRF-security	implies	
security	against	key-recovery.



Reduction	Sketch



Conclusion

• We	believe	DES,	AES	are	“good”	blockciphers	in	
the	sense	that	there	is	no	significantly	“better	
than	generic”	attacks	under	the	PRF	notion.	

• Generic	attacks:	
• Exhaustive	key-search.	
• Birthday	attack.


