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What is a “good” blockcipher?

We want to define a notion of a
blockcipher, where means natural uses of
the blockcipher are secure.

One idea is to list requirements:
* Key recovery is hard.

 Message recovery is hard.



Analogy to Intelligence

What if we want to define the notion of
for a computer program?

Again, one idea is to list requirements:
* [t can be happy.
* |t can multiply numbers

e ... but only small numbers.



Turing’s Answer

A program is if its input/output
behavior is indistinguishable from that of a
human.



The Turing Test

Room O Room 1
R ,/E
Opaque wall Opaque wall
Keyfoard Keyboard
Tester Tester

Game:
e Put tester in room 0 and let it interact with object behind wall
e Put tester in rooom 1 and let it interact with object behind wall
e Now ask tester: which room was which?

The measure of “intelligence” of P is the extent to which the tester fails.



The Analogy
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Playing W|th Probabllltles
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Function Families

A family of functions F : Keys(F) x Dom(F) — Range(F) is a
two-argument map. For K € Keys(F) we let Fx : Dom(F) — Range(F)
be defined by

Vx € Dom(F) : Fx(x) = F(K,x)
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Intuition
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The Games

Let F: Keys(F) x Dom(F) — Range(F) be a family of functions.

Game Realf Game Randgange(F)

procedure Initialize procedure Fn(x)

K < Keys(F) T[x] < Range(F)

procedure Fn(x) Return T|x]

Return FK( ) N&/ M,'y\_s 0(
w X

Associated to F, A are/LbeW
Pr {Real } Pr {RandRange(F)él

that A outputs 1 in each world. The advantage of A is

WLt — Advprf(A) — Pr [Real :>1} — Pr {Randé r :>1}
of Setlss nee(F)



Advantage Interpretation

Adv2"(A) = Pr {Realé:ﬂ} — Pr [Randéange(,_—)él}

A “large” (close to 1) advantage means
e A is doing well
e F Is not secure

A “small” (close to 0 or < 0) advantage means
e A is doing poorly

e [ resists the attack A is mounting



219 + alige
e to & mPRF Security

“&\?
Adv2"(A) = Pr {Realé:ﬂ} — Pr [RandRange(F)él}
Security: F is a (secure) PRF if Adv?'(A) is “small” for ALL A that

use “practical” amounts of resources.

Insecurity: F is insecure (not a PRF) if there exists A using “few"
resources that achieves “high” advantage.
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Birthday Attack



Pick y1,...,yq < {1,..., N} and let

Let
C(N,q) = Pr[yi,...,yq not all distinct]

Fact: Then
g(q — 1)
N

where the lower bound holds for 1 < g < +/2N.

1
< C(N,q) < 05- q(qN )
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Analysis



Conclusion: If E: {0,1}% x {0,1}¢ — {0,1}* is a block cipher, there is an
attack on it as a PRF that succeeds in about 2¢/2 queries.

Depends on block length, not key length!

14 2¢/2 | Status

DES,2DES,3DES3 | 64 | 232 | Insecure
AES 128 | 2°% | Secure




PRF-Security Implications

PRF-security can be seen as a
for blockciphers that implies all other security
properties we want.

E.g., we can show that PRF-security implies
security against key-recovery.



Reduction Sketch



Conclusion

 We believe DES, AES are blockciphers in
the sense that there is no significantly “better
than generic” attacks under the PRF notion.

* Generic attacks:
* Exhaustive key-search.

* Birthday attack.



