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To get around this, from now on we 
move to the setting of 
computationally-bounded adversaries.

Today: first lower-level primitive, 
blockciphers



Functions with multiple inputs



What is a Blockcipher?Block Ciphers

Let
E : {0, 1}k ⇥ {0, 1}` ! {0, 1}`

be a function taking a key K and input x to return output E (K , x). For
each key K we let EK : {0, 1}` ! {0, 1}` be the function defined by

EK (x) = E (K , x) .

We say that E is a block cipher if

• EK : {0, 1}` ! {0, 1}` is a permutation for every K , meaning has an
inverse E�1

K ,

• E ,E�1 are e�ciently computable,

where E�1(K , x) = E�1
K (x).
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Blockcipher Examples
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Blockcipher Usage
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Blockcipher Usage



Shannon’s design criteria
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DES

• The first example of a “general purpose” 
blockcipher realizing Shannon’s criteria

• Influenced by earlier designs of Feistel 
and Coppersmith 

• Still important and even used today



History of DES
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DES Parameters
DES parameters

Key Length k = 56

Block length ` = 64

So,

DES: {0, 1}56 ⇥ {0, 1}64 ! {0, 1}64

DES�1 : {0, 1}56 ⇥ {0, 1}64 ! {0, 1}64
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 DES Construction
DES Construction

function DESK (M) // |K | = 56 and |M| = 64

(K1, . . . ,K16) KeySchedule(K ) // |Ki | = 48 for 1  i  16

M  IP(M)
Parse M as L0 k R0 // |L0| = |R0| = 32

for i = 1 to 16 do
Li  Ri�1 ; Ri  f (Ki ,Ri�1) � Li�1

C  IP�1(L16 k R16)
return C

Round i: Invertible given Ki :
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Key-Recovery SecurityCryptanalysis: Key Recovery Attacks on Block Ciphers

Let E : {0, 1}k ⇥ {0, 1}` ! {0, 1}` be a blockcipher. It is known to the
adversary A.

Def: We say that K 0
2 {0, 1}k is consistent with (M1,C1), . . . , (Mq,Cq) if

E (K 0,Mi ) = Ci for all 1  i  q.

Key-recovery security game, informally:

• A target key K $
 {0, 1}k is selected but not given to A.

• A can submit a plaintext M 2 {0, 1}` and get back C = E (K ,M), in
this way gathering input-output examples (M1,C1), . . . , (Mq,Cq) of
E (K , ·).

• A outputs a “guess” K 0

• A wins if K 0 is consistent with (M1,C1), . . . , (Mq,Cq).
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Adversary’s Goal, Capability, and 
Resources
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Formalizing Cryptographic Games
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The GameKey recovery game and advantage

Let E : {0, 1}k ⇥ {0, 1}` ! {0, 1}` be a blockcipher and A an adversary.

Game KRE

procedure Initialize

K $
 {0, 1}k ; i  0

procedure Fn(M)
i  i + 1; Mi  M
Ci  E (K ,Mi )
Return Ci

procedure Finalize(K 0)
win true
For j = 1, . . . , i do

If E (K 0,Mj) 6= Cj then win false
If Mj 2 {M1, . . . ,Mj�1} then win false

Return win

AdvkrE (A) = Pr[KRA
E ) true]
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Exhaustive Key Search
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Exhaustive Key-Search on DES
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Parallelizing the Attack
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Increasing 
Key-Length

Can one use DES to design a new blockcipher 
with longer effective key-length?



2DES
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Meet-in-the-Middle Attack
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Generic vs non-generic attacks



The power of non-generic attacks

[Biryukov-Wagner 2000] attacks DESX using slide attacks 

Known plaintext - 232.5 data, 287.5 time

Ciphertext only - 232.5 data, 295 time
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The power of non-generic attacks

[Biryukov-Wagner 2000] attacks DESX using slide attacks 

Known plaintext - 232.5 data, 287.5 time

Ciphertext only - 232.5 data, 295 time

https://www.iacr.org/archive/eurocrypt2000/1807/18070595-new.pdf 

[Ashur-Posteuca 2018] attacks DES, 3DES using linear trails

Known plaintext - 250.9 264 time and data

https://eprint.iacr.org/2018/1219.pdf 



Increasing 
Block-

Length?

Not only do non-generic attacks kill 
DES-constructs effective key-length, 
we will see later we also want longer 
block-length. 

This seems much harder to do using 
DES. 

Motivated the search for a new 
blockcipher.



AES History



AES 
Construction



Is Key-Recovery Security Enough?


