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A Taste of Notation





Defining Cryptographic Objects



Symmetric-Key Encryption: Syntax

A symmetric-key encryption scheme with message-space        is a 
tuple of algorithms                           defined as follows: 



Usage



Correctness



Weakest adversarial goal: Given some                      , recover      . 

Adversary knows the scheme’s message space       and algorithms     
but not the key .  (Kerckhoff's principle)           



Substitution Ciphers

Today’s lecture concerns substitution ciphers, a particular type of 
symmetric-key encryption.

Prior to modern cryptography, basically all encryption schemes were of this 
form.

Yet we will see that such schemes are fundamentally flawed.



Scheme Setup



Definition of S.C. Algorithms



Cryptanalysis

Suppose adversary has ciphertext:



Frequency



Any ideas?





See also
https://en wikipedia org/wiki/Cryptanalysis of the Enigma

https://en.wikipedia.org/wiki/Cryptanalysis_of_the_Enigma


Result



Another Example

https://math.uchicago.edu/~shmuel/Network-course-readings/MCMCRev.pdf



The General Setting



The Metropolis Algorithm



Result



Watch the Algorithm Work



Take Away?

One might conclude substitution ciphers are 
flawed, but only for long enough plaintexts.

By thinking more adversarially, we can come 
up with an example that shows that such 

ciphers are flawed even with 1-bit plaintexts.



Voting



Military
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