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CS-466 Applied Cryptography
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A Taste of Notation
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Probadbilihies
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Defining Cryptographic Objects
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Symmetric-Key Encryption: Syntax

A symmetric-key encryption scheme with message-space M is a
tuple of algorithms SE = (K, &, D) defined as follows:
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Correctness
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Weakest adversarial goal: Given some C < £k (M), recover M.
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Adversary knows the scheme’s message and algorithms
IC,E, D butnot the key K (Kerckhoff's principle)
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Today’s lecture concerns substitution ciphers, a particular type of
symmetric-key encryption.

Prior to modern cryptography, basically all encryption schemes were of this
form.

Yet we will see that such schemes are fundamentally flawed.



Scheme Setup |, e
JOe Qt\’l‘(‘hM Co%‘_ ]‘\—se\c

Y ={AB,...,Z}u{y,., 2., ...} /( _
bne wmessage gpate mwusy be q@F%

e opher ot Space Can be any SH WD
TU\c (aeu‘ o‘)wwak\on a\quf\’bw* & \MV\S"
oulpur O e,rw\u\,\—ak’\'o/\ ON Z
one-to-one PPN
The e,n(/r\’}(){’\'m 0\\0) Mm =t Q'PPlH’S
TV “(_ompof\u\.\-—wc‘se b YR chova eHus
Va) {’V\L t/\Q\J' M£35a7z, —1‘.Q_ \/\ag Tl GYD/M
(COVV\ be w7 ten 4S) A TN -Pal\ow(«\j S |\ v




Definition of S.C. Algorithms

Algorithm &,(M) Algorithm D (C)
Fori=1,..., (M| do Fori=1,..., |C| do
Cli] + m(M[i]) M[i] < == 1(C[i])
Return C Return M
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Cryptanalysis

Suppose adversary has ciphertext:

COXBX TBX CVK CDGXR DI T GTI’R ADHX VOXI 0X ROKQAU
IKC RNXPQATCX: VOXI 0X PTI’C THHKBU DC, TIU VOXI 0OX
PTI.




Frequency
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COXBX TBX CVK CDGXR DI T GTI’R ADHX VOXI OX ROKQAU
E E: E E ’ , E
IKC RNXPQATCX: VOXI 0X PTI’C THHKBU DC, TIU VOXI

E .
0X PTI.
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EE E E ’ E E E
COXBX TBX CVK CDGXR DI T GTI’R ADHX VOXI 0X ROKQAU

E E: E E ’ , E
IKC RNXPQATCX: VOXI OX PTI’C THHKBU DC, TIU VOXI
E Lt
0X PTI. TS
[ Any ideas? ]

0X in ciphertext = 7~ 1(0) € {B,H,M, W}
—————

Guess m1(0) = H since 0 has pretty high frequency



THEE ET T E ’ E HE HE H
COXBX TBX CVK CDGXR DI T GTI’R ADHX VOXI 0X ROKQAU

T E TE: HE HE >T T, HE
TKC RNXPQATCX: VOXI 0X PTI’C THHKBU DC, TIU VOXI
HE
0X PTI.

*HExE
L COXBX Could be: THERE,THESE,WHERE, ... J

Guess 7 1(C) = T since there is no ? in ciphertext so WHERE is unlikely.



THERE ARE T T E A A 7 E HE HE H

COXBX TBX CVK CDGXR DI T GTI’R ADHX VOXI OX ROKQAU

T E ATE: HE HE A°’TA R T, A HE
TKC RNXPQATCX: VOXI 0X PTI’C THHKBU BC, TIU VOXI

HE A .
0X PTI.

(1) R|T
[ TalnlnlAalnleolalalualual v v
T is a single-letter word so 7= 1(T) € {A, I}
We know 7~1(B) € {R,S}

So TBX could be: ARE,ASE,IRE,ISE
We guess ARE

THERE ARE T T E A A 7 E HE

HE
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https://en.wikipedia.org/wiki/Cryptanalysis_of_the_Enigma

THERE ARE TwWO TIMES IN A MAN’S LIFE WHEN HE SHOULD
COXBX TBX CVK CDGXR DI T GTI’R ADHX VOXI O0X ROKQAU

NOT SPECULATE: WHEN HE CAN’T AFFORD IT, AND WHEN
TKC RNXPQATCX: VOXI OX PTI’C THHKBU DC, TIU VOXI

HE CAN.
0X PTI.




Another Example

Example 1 (Cryptography). Stanford’s Statistics Department has a drop-in consulting service. One day,

a psychologist from the state prison system showed up with a collection of coded messages. Figure 1 shows
part of a typical example.
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Figure 1

https://math.uchicago.edu/~shmuel/Network-course-readings/MCMCRev.pdf
————



The General Setting

f : {code space} — {usual alphabet}.

~ .o -—

To get the statistics, Marc downloaded a standard text (e.g., War and Peace) and recorded the first-

?Wons: the proportion of consecutive text symbols from = to y. This gives a matrix M (x,yJ of
ransitions. One may then associate a plausibility to f via

_ PI(f) = [T M (f(50). f(si+1))
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The Metropolis Algorithm

(Aswa})gip\,\'a}bek

e Start with a preliminary guess, say( f- g
£ Symiels #

e Compute PI(f).

?

e Change to f. by making a random transposition of the values f assigns to two symbols.
~m——

e Compute PI(f,); if this is larger than P1(f), accept f.. (, (h) = q

e If not, flip a PI(f.)/PIl(f) coin; if it comes up heads, accept f,.
¢ (/)=

— —
e If the coin toss comes up tails, stay at f. é



to bat-rb. con todo mi respeto. i was sitting down playing chess with
danny de emf and boxer de el centro was sitting next to us. boxer was
making loud and loud voices so i tell him por favor can you kick back
homie caunse im playing chess a minute later the vato starts back up again
so this time i tell him con respecto homie can you kick back. the vato
stop for a minute and he starts up again so i tell him check this out shut
the f**k up cause im tired of your voice and if you got a problem with it
we can go to celda and handle it. i really felt disrespected thats why i
told him. anyways after i tell him that the next thing I know that vato
slashes me and leaves, dy the time i figure im hit i try to get away but
the c.o. is walking in my direction and he gets me right dy a celda. so i
go to the hole. when im in the hole my home boys hit doxer so now "b" is
also in the hole. while im in the hole im getting schoold wrong and



Watch the Algorithm Work
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OHAND
OHINO
OHINO
OHIND
OHANO
OHANO

UOZEOUNORU
UOVEOULOSU
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UODEQULOSU
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RODIORLOSR
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0

UOZED
UQVEQD
UOVED
UOVED
UODEOD
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UODEQD
RODIO

AEEE

HI
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HA
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0ITO
OITO
0ITO
OATO
OATO
OATO
0ITO
OETO

HEOQSET
HEOQAET
HEODQRET
HEOQRET
HEOQRET
HEOQRET
HEDQRET
HIDQUIT

TUROFHE HEND ITORUZAEN
TUSOPHE HELD ITOSUVDEL
IUSOFHE HELO ITOSUVDEL
AUSOWHE HELO ATOSUVMEL
AUSOWHE HELO ATOSUDMEL
AUSOWHE HELO ATOSUDMEL
IUSOWHE HELO ITOSUDMEL
ERSOWHI HILOD ETOSRDMIL.

ISTILOHANMITOHANOT ODIO LOS TOT ODIOTHATOEROTHIOQUIRTE SOWHITHILOTEROS DMIL
ISTILOHANMITOHANOT ODIO LOS TOT ODIOTHATOEROTHIOCQUIRTE SOWHITHILOTEROS DMIL
ISTILOHARMITOHAROT ODIO LOS TOT ODIOTHATOENOTHIOQUINTE SOWHITHILOTENOS DMIL
ISTILOHAMRITOHAMOT OFIO LOS TOT OFIOTHATOENOTHIOQUINTE SOWHITHILOTENOS FRIL
ESTEL HAMRET HAM TO CE OL SOT TO CE THAT IN THE QUENTIOS WHETHEL TIN SOCREL
ESTEL HAMRET HAM TO BE OL SOT TO BE THAT IN THE QUENTIOS WHETHEL TIN SOBREL
ESTER HAMLET HAM TO BE OR SOT TO BE THAT IN THE QUENTIOS WHETHER TIN SOBLER
1900 ENTER HAMLET HAM TO BE OR NOT TO BE THAT IS THE QUESTION WHETHER TIS NOBLER
2000 ENTER HAMLET HAM TO BE OR NOT TO BE THAT IS THE QUESTION WHETHER TIS NOBLER



Take Away?

One might conclude substitution ciphers are By thinking more adversarially, we can come
flawed, but only for long enough plaintexts. up with an example that shows that such
ciphers are flawed even with 1-bit plaintexts.
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