


Quiz9/24_① Suppose a block cipher E is a

PRE .
Does PRF security

necessarily hold if the key to

END
is set such that the first half L

of the bits
.arezero 's ?

② CTR - $ generates a YES
" pseudo one - time pad

"

③ If F is a PRF ,
then for yet

random 12
,

from Fk ( x ) it is

graded'T hard to guess thefirstbit of y ,

t

④ A mode of operation specifies
how to use a block cipher

.

to
.

encrypt large amounts of
data . YES

⑤

IfU_F,thennecessailygixenTFaPR

Fk Ck ) for random Kit  is

Tartt
recover K .
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G

.
is a counter

example



assume

→ E- - 90,11710111
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→ { o ,
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utter: go ,
Zkx 10,17

"
- 30,15

-tafia.
" " ( x ) = Ee

,
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Let A be the first - bit - guesser .

Define PRF adversary
Fnc . 7

.

B ¥10,15
Y ← Fn Cx )

. be
' Acy )

If b -

- X Ci ] ret 1

Else ret O

-

Let 6 '

:{
0,13k x{ 0,13

"

→ go.IT be a

PRF
.

Define b :{0,134×10,13^-710,15

no {In ito? .Y



Suppose A is a PRF adversary

against G
'

. Then define Be B

against G :

Adversary B
Fnc ' I

Run A

When A makes query

X do :

SEB If x. is the

key
" halt fret IElseret Fn Ca )

Until A outputs b

Ret b


