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Abstract Invalid frees: Passing illegal addresses filee can corrupt the

Applications written in unsafe languages like C and C++ are vul- heap or lead to undefined behavior.

nerable to memory errors such as buffer overflows, dangling point- Double frees: Repeated calls thhee of objects that have already
ers, and reads of uninitialized data. Such errors can lead to program  been freed undermine the integrity of freelist-based allocators.
crashes, security vulnerabilities, and unpredictable behavior. We ) . .

present DieHard, a runtime system that tolerates these errors while! 0!8 like Purify [L7] and Valgrind P, 34] allow programmers to
probabilistically maintaining soundness. DieHard uses randomiza- PiNPOINt the exact location of these memory errors (at the cost of a
tion and replication to achieyarobabilistic memory safetyirough .2'25X performance penalty), but only revea}l those bugs found dur-
the illusion of an infinite-sized heap. DieHard’s memory manager N9 testing. Deployed programs thus remain vulnerable to crashes
randomizes the location of objects in a heap that is at least twice O attack. Conservative garbage collectors can, at the cost of in-
as large as required. This algorithm not only prevents heap corrup-S'€ased runtime and additional memoty,[2(], disable calls to

tion but also provides a probabilistic guarantee of avoiding memory €€ and so eliminate three of the above errors (invalid frees, dou-
errors. For additional safety, DieHard can operate in a replicated Pl€ frees, and dangling pointers). Assuming source code is avail-
mode where multiple replicas of the same application are run si- able, a programmer can also compile the codg W'th a safe C com-
multaneously. By initializing each replica with a different random Piler that inserts dynamic checks for the remaining errors, further
seed and requiring agreement on output, the replicated version oficréasing running timel 3, 27, 39, 4C]. As soon as an error is
DieHard increases the likelihood of correct execution because er- d€t€Cted, the inserted code aborts the program. o
rors are unlikely to have the same effect across all replicas. We __ While this fail-stop approach is safe, aborting a computation is
present analytical and experimental results that show DieHard's re- ©ften undesirable — users are rarely happy to see their programs

silience to a wide range of memory errors, including a heap-based §uddenly stop. Recognizing thi§, some systems sacrifice soundness
buffer overflow in an actual application. in order to prolong execution in the face of memory errcis, [

]. For example, failure-oblivious computing builds on a safe
) C compiler but drops illegal writes and manufactures values for
1. Introduction invalid reads. Unfortunately, these systems provide no assurance to
While safe languages are now in wide use, the bulk of existing soft- pro\g/;\;ammkersghe;t :lhelr_ pfogfa"_‘s are ex_eCLAt_mg correctly.
ware applications are written in C and C++, two unsafe languages. e make the following contributions in this paper:
These languages let programmers maximize performance but are 1 we introduce the notion oprobabilistic memory safety, a

error-prone. Memory management errors, which dominate recent  propabilistic guarantee of avoiding memory errors.
security vulnerabilities reported by CERY¥7], are especially per-

nicious. These errors fall into the following categories: 2. We presenDieHard, a runtime system that provides proba-
bilistic memory safety. We show analytically and empirically

Dangling pointers: If a live object is freed, the allocator may that DieHard eliminates or avoids all of the memory errors de-
overwrite its contents with a new object or heap metadata. scribed above with high probability.

Buffer overflows: Out-of-bound writes can corrupt the contents of The next section provides an overview of our approach and an
live objects on the heap. outline of the rest of the paper.

Heap metadata overwrites: If heap metadata is stored near heap )
objects, it can be corrupted by overflows. 2. Qverview

Uninitialized reads: Reading values from newly-allocated or un-  DieHard provides two modes of operationstand-alone mode
allocated memory leads to undefined behavior. that replaces the default memory manager, areplicated mode

that runs several replicas simultaneously. Both rely on a novel
randomized memory managerthat allows the exact probabilities
of detecting or avoiding memory errors to be computed.
The DieHard memory manager places objects randomly across
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Error GNUlibc [25] BDW GC[8] CCured[27] Rx [30] Failure-oblivious [31] | DieHard
heap metadata overwrites undefined undefined abort v undefined v
invalid frees undefined v v undefined undefined v
double frees undefined v v v undefined v
dangling pointers undefined v v undefined undefined v
buffer overflows undefined undefined abort undefined undefined v
uninitialized reads undefined undefined abort undefined undefined abort *

Table 1. This table compares how various systems handle memory safety arrdesiotes correct executionndefined denotes an
undefined result, andbort means the program terminates abnormally. See Se8tifam a detailed explanation of each system. The
DieHard results for the last three errors (marked with asterisks) are probabilistic; see Bdoti@xact formulae. Note thatbort is the
only sound response to uninitialized reads.

lication robustness by segregating all heap metadata from the heaystead use the multiple cores on newer processors to make legacy
(avoiding most heap metadata overwrites) and ignoring attempts toprograms run more reliably.

free already-freed or invalid objects. Despite its degradation of

spatial locality, we show that the DieHard memory manager's im- 2.1 Outline

pact on performance is small for many applications (average 8% The rest of this paper is organized as follows. Sec8dormal-

across the SPECint2000 benchmark suite), and can actoally  jzes the notions of probabilistic memory safety and infinite-heap

proveqppllcatlon performance 'When running on Wl_ﬂdOWS XP. . semantics, which probabilistic memory safety approximates. Sec-
While the stand-alone version of DieHard provides substantial tjon 4 then presents DieHard's fast, randomized memory allocator

protection against memory errors, the replicated version both in- that forms the heart of the stand-alone and replicated versions. Sec-

creases the protection and detects errors caused by illegal reads. I§op 5 describes DieHard's replicated variant. Sectipresents

this mode of operation, DieHard executes multiple replicas of the gnajytical results for both versions, and Secfigerovides empiri-

same program simultaneously, each with different seeds to their ca) resulits, measuring overhead and demonstrating DieHard’s abil-

respective randomized allocators. Errors like buffer overflows are i 15 avoid memory errors. Sectio8sdiscusses related work, and

thus likely to overwrite different areas of memory in the different ggactiong concludes with a discussion of future directions.

replicas, and if overwritten, dangling pointers will likely be over-

written by different objects. DieHard intercepts output from all of I

the various replicas and compares the contents of each before trans3- ~ Probabilistic Memory Safety

mitting any output. With high probability, whenever any two pro-  For the purposes of this paper, we define a program as lfaliyg

grams agree on their output, they executed safely. In other words, memory safeif it satisifies the following criteria:

in any agreeing replicas, any buffer overflows only overwrote dead

data, and dangling pointers were never overwritten. If an applica- 1. Never reads uninitialized memory,

tion’s output depends on uninitialized data, these data will be dif-

ferent across the replicas, and thus will be detected by DieHard.
Since replacing the heap with DieHard significantly improves ) )

reliability, we believe that it is suitable for broad deployment, es- 3. Doesn’'t access freed memory (no dangling pointer errors).

pecially in scenarios where increased reliability is worth the space

cost. For example, a buggy version of the Squid web caching server

crashes on ill-formed inputs when linked with both the default By aborting a computation that might violate one of these condi-

GNU libc allocator and the Boehm-Demers-Weiser garbage collec- tions, a safe C compiler provides full memory safety. However, we

tor, but runs correctly with DieHard. Using additional replicas can would ideally like an execution environment that would allow such

further increase reliability. While these would naturally increase programs to continue to execute correctly (soundly) in the face of

execution time on uniprocessor platforms, we believe that the nat- these errors.

ural setting for using replication is on systems with multiple proces- We can define such an idealized, but unrealizable, runtime sys-

sors. It has proven difficult to rewrite applications to take advantage tem. We call this runtime system amfinite-heap memory man-

of multiple CPUs in order to make them run faster. DieHard can in- ager, and say that it provideifinite-heap semantics In such a

system, the heap area is infinitely large, so there is no risk of heap
exhaustion. Objects are never deallocated, and all objects are allo-

2. Performs no illegal operations on the heap (no invalid/double
frees), and

3.1 Infinite-heap semantics

L = max live size < H/2 F = free = H-L cated infinitely far apart from each other. This heap semantics is
the same as that assumed by the SLAM tooljitend the BLAST
( \/ \ software model checketf §].
; . From the standpoint of a correct C program, there is no way to
replica 1 I I " | I tell whether it is running with an ordinary heap implementation or
&object size = 2 j object size = 2+ an infinite heap. However, infinite-heap semantics allows programs
\[ to execute safely that would be rejected by a safe C compiler. Be-
H = max heap size, class i cause every object is infinitely far from every other object, heap

buffer overflows are benign — they never overwrite live data. The

) problems of heap corruption and dangling pointers also vanish be-

replica 2 | ‘ ‘ |7|| | | oy cause frees are ignored and allocated objects are never overwritten.
) ] o _ However, uninitialized reads to the heap remain undefined. Unlike

Figure 1. DieHard’s heap layout. The heap is divided into separate Java, the contents of newly-allocated C and C++ objects are not

per-size class regions, within which objects are laid out randomly.

Notice the different layouts across replicas. 1 personal communication, Dan Grossman and Raniit Jhala.




necessarily defined. To ensure soundness, uninitialized reads re-

quire program termination. 2

3.2 Approximating infinite heaps 8

4
While an infinite-heap memory manager is unimplementable, we
can probabilistically approximate its behavior. We replace the ip-
finite heap with one that iM times larger than the maximum re-,
quired to obtain aM-approximation to infinite-heap semantics. By,
placing objects uniformly at random across the heap, we get a mjn
imum expected separation Bfminimum separatign=M —1 ob- ,,
jects, making overflows smaller thdh— 1 objects benign. Finally, ,,
by randomizing the choice of freed objects to reclaim, recently-
freed objects are highly unlikely to be overwritten. 13

void DieHardInitHeap (

int  MaxHeapSize) {

/I Initialize the random number generator

/I with a truly random number.

rng.setSeed (realRandomSource);

/I Clear counters and allocation bitmaps

/I for each size class.

for (c = 0; ¢ < NumClasses; c++) {
inUse[c] = O;
isAllocated[c].clear();

/I Get the heap memory.
heap = mmap (NULL, MaxHeapSize);
/I REPLICATED: fill with random values

3.3 Detecting uninitialized reads “ for (i =0;i< Ma).(HgapS'ze’ I += 4)
15 (( long =) heap)[i] = rng.next();

Notice that this memory manager approximates most aspects; of}

infinite-heap semantics &4 approaches infinity. However, it does

not quite capture infinite-heap semantics, because it does not detegt— - -

uninitialized reads. In order to detect these, we require that the inf void * DieHardMalloc (size_t sz) {

finite heap and every allocated object be filled with random values.
We can then detect uninitialized reads by simultaneously exectt
ing at least twaeplicaswith different randomized allocators and+
comparing their outputs. An uninitialized read will return different
results across the replicas, and if this read affects the computatmr
the outputs of the replicas will differ.

8
4. Randomized Memory Management °

10
This section describes the randomized memory management algd
rithm that approximates the infinite heap semantics given aboye
We first describe the algorithm’s initialization phase, and then
describe the allocation and deallocation algorithms. For pyr-
poses of exposition, we refer to theseRisHardMalloc  and
DieHardFree , but in the actual implementation, these are sim:-
ply calledmalloc andfree . We use interposition to replace the,
calls in the target application; see Secttof for details. 18

4.1

20
The initialization step first obtains free memory from the system yg-
ingmmap The heap size is a parameter to the allocator, correspopdr-
ing to theM factor described above. For the replicated version onjy, | }

Initialization 1

if (sz > MaxObjectSize)
return  allocateLargeObject(sz);
¢ = sizeClass (sz);
if (inUse[c] PartitionSize / (M
/I At threshold: no more memory.
return NULL;
/I Probe for a free slot.
do {
index = rng.next() % bitmap size;
if  (lisAllocated[c][index]) {
/I Found one.
/I Pick pointer corresponding to slot.
ptr = PartitionStart + index *
/I Mark it allocated.
inUse[c]++;
isAllocated]c][index] = true ;
/I REPLICATED: fill with random values.
for (i = 0; i < getSize(c); i += 4)
((long *) ptr)[i] = rng.next();
return  ptr;
} while (true );

* s7))

sz;

DieHard then uses its random number generator to fill the heap
with random values. Each replica’s random number generator is

seeded with a true random number. For example, the Linux versionvoid ~DieHardFree ( void

reads from/dev/urandom , a source of true randomness. The
random number generator itself is an inlined version of Marsagli&'s
multiply-with-carry random number generation algorithm, which is
a fast, high-quality source of pseudo-random numb&i [ 5
The heap is logically partitioned into twelve regions, one for
each power-of-two size class from 8 bytes to 16 kilobytes. Each
region is allowed to become at mostM full. DieHard allocates &
larger objects directly usinqimapand places guard pages withou#
read or write access on either end of these regions. Object requests
are rounded up to the nearest power of two. Using powers of twg
significantly speeds allocation by allowing expensive division ard
modulus operations to be replaced with bit-shifting. 13

* ptr) {

if (ptr is not in the heap area)
freeLargeObiject(ptr);
= partition ptr is in;

index = slot corresponding to ptr;

/I Free only if currently allocated;

if (offset correct &&

isAllocated[c][index]) {

/I Mark it free.
inUse[c]--;
isAllocated[c][index] =

} /I else, ignore

false ;

Separate regions are crucial to making the allocation algorithm

practical. If instead objects were randomly spread across the entireFigure 2. Pseudocode for DieHard heap initialization, object allo-

heap area, significant fragmentation would be a certainty, becausecation and deallocation routines.

small objects would be scattered across all of the pages. Restricting

each size class to its own region eliminates this external fragmen-
tation. We discuss DieHard’s memory efficiency in Sectoh Lea allocator that forms the basis of the GNU libc allocator, store
Another vital aspect of the algorithm is its total separation of heap metadata in areas immediately adjacent to allocated objects

heap metadata from heap objects. Many allocators, including the (‘boundary tags”). A buffer overflow of just one byte past an al-
located space can corrupt the heap, leading to program crashes,

unpredictable behavior, or security vulnerabilities][ Other al-

21SO C++ Standard 5.3.4, paragraph 14A.



locators place such metadata at the beginning of a page, reducingo higher resident set sizes because it can induce poor page-level
but not eliminating the likelihood of corruption. Keeping all of the locality. To maintain performance, DieHard thus requires that the
heap metadata separate from the heap protects it from buffer over-entire heap fit into physical RAM.
flows.

The heap metadata includes a bitmap for each heap region,Space Consumption

where one bit always stands for one object. All bits are initially - pjeard’s memory management policies tend to consume more
zero, indicating that every object is free. Additionally, DieHard i emory than conventional memory allocators. This increase in
tracks the number of objects allocated to each regiddse ); this emory is caused by two factors: rounding up objects to the next

number is used to ensure that the number of objects does not exceegl)wer of two, and requiring that the heap Metimes larger than
the threshold factor of /M in the partition. '

necessary.
4.2 Object Allocation The roun_ding up of objects to the next power of two can, in the
o ) worst-case, increase memory consumption by up to a factor of two.
When an application requests memory fr@eHardMalloc Wilson et al. present empirical results suggesting that this policy
the allocator first checks to see whether the request is to a largeqgn |ead to significant fragmentatiofd]. Nonetheless, such an
object (larger than 16K); if so, it usedlocateLargeObject allocator is used in real systems, FreeBSD's PHKmaliog, [and
to satisfy the request, which usesmapand stores the address g poth time and space-efficient in practioe]|

converts the size request into a size classgp] of the request,  pajanced by two DieHard features that reduce memory consump-
minus 3). As long as the corresponding region is not already full, it tjon, First, unlike most conventional allocators including the GNU
then Iooks_ for space. _ o libc allocator, DieHard’s allocator has no per-object headers. These
Allocation then proceeds much like probing into a hgsh table_. headers typically consume eight bytes, but DieHard’s per-object
The allocator picks a random number and checks to see if the slot ingyerhead is just one bit in the allocation bitmap. Second, while
the appropriate partition is available. The fact that the heap can only cogrse size classes can increase internal fragmentation, DieHard's
become ;Ki\/l full bounds the expected time to search for an unused ;ge of segregated regions completely eliminates external frag-
slot t0 g7y For example, foM = 2, the expected number of  mentation. The Lea allocator's external fragmentation plus per-
probes is two. object overhead increases memory consumption by approximately
Finally, after finding an available slot, the allocator marks the 20% [17].
object as allocated, increments the allocated count, and, for the A more serious concern is the requirement of a factoMof
replicated version, fills the object with randomized values. DieHard additional space for each of the twelve size classes, and the use
relies on this randomization to detect uninitialized reads, as we of replicas. In the worst case, a program using DieHard could

describe in Sectiob. request objects of just one size and so require up td hire

) ) memory than needed. We could reduce this overhead using pro-
4.3 Object Deallocation file information to reserve onli¥ times the maximum needed for
To defend against erroneous prograbgHardFree takes sev- each size class. However, Robson showed that this factor (a log-

eral steps to ensure that any object given to it is in fact valid. arithm of the ratio of the largest size to the smallest) is the worst
First, it checks to see if the address to be freed is inside the case forall memory allocatorsg3]. Approaches like conservative
heap area, indicating it may be a large object. Because all largegarbage collection can impose an additional space overhead of 3X-
objects aremmagd on demand, they lie outside of the main 5Xovermalloc firee [20, 41]. Finally, memory that is reserved
heap. The functiofireeLargeObject checks the table to en- by DieHard but not used does not consume any virtual memory;
sure that this object was indeed returned by a previous call to the actual implementation of DieHard lazily initializes heap parti-
allocateLargeObject . If so, it munmays the object; oth- tions. Nonetheless, DieHard’s approach reduces the available ad-
erwise, it ignores the request. dress space, which may make it unsuitable for applications with
If the address is inside the heap, DieHard checks it for validity large heap footprints running on 32-bit systems. We expect this will
to prevent double and invalid frees. First, the offset of the address become less of an issue as 64-bit processors become commonplace.
from the start of its region (for the given size class) must be a multi- We also believe that DieHard’s space-reliability tradeoff will be ac-
ple of the object size. Second, the object must be currently marked ceptable for many purposes, especially long-running applications
as allocated. If both of these conditions hold, DieHard finally re- with modest-sized heaps.
sets the bit corresponding to the object location in the bitmap and
decrements the count of allocated objects for this region. 5. Replication

4.4 Discussion While replacing an application’s allocator with DieHard reduces

The design of DieHard’s allocation algorithm departs significantly the likelihood of memory errors, this stand-alone approach cannot
from previous memory allocators. In particular, it makes no effort detect uninitialized reads. To catch these errors, and to further in-
to improve locality and can increase space consumption. We ad-crease the likelihood of correct execution, we have built a version of

dress these concerns here. DieHard (currently for UNIX platforms only) that executes several
replicas simultaneously. FiguBedepicts the architecture, instanti-
Locality ated with three replicas.

Many allocators attempt to increase spatial locality by placing ob-  1hediehard  command takes three arguments: the path to the
replicated variant of the DieHard memory allocator (a dynamically-

jects that are allocated at the same time near each other in mem- ; . :
ory [9, 12, 25, 3¢]. DieHard’s random allocation algorithm instead Igadable library), the number of replicas to create, and the applica-
makes it likely that such objects will be distant. This spreading out 10N name.

of objects has little impact on L1 locality because typical heap ob-
jects are near or larger than the L1 cache line size (32 bytes on
the x86). However, randomized allocation leads to a large number DieHard spawns each replica in a separate process, each with
of TLB misses in one application (see Sectib2.]), and leads the LD_.PRELOAD environment variable pointing to the DieHard

5.1 Replicas and Input



memory management libratijpdiehard.so . Thislibrary in- 5.3 Discussion
:grp?s“tjlqngedg,ectS all calls tanalloc Bandfreeth in the applica-  gyacuting actual applications simultaneously on the same system
lon to Dienard's memory manager. Because the memory managef,pije poth providing reasonable performance and preserving app-
picks a different random number generation seed on every invoca- ji.ation semantics is a challenge. We address these issues here.
tion, all replicas execute with different sequences of random num- = "0 .4er to make correct replicas output-equivalent to the ex-
berg._ Hard both pi d shared . cateeNt possible, we intercept certain system calls that could produce
_~ienard uses both pipes and shared memory {0 CoOmmunICale e rent results. In particular, we redirect functions that access the
with the replicas. Each replica receives its standard input from Die- 40 and system clock so that all replicas return the same value.
Hard via a pipe. Each replica then writes its standard outputinto a = \ypile it may appear that voting on all output might be expen-
memory-mapped region shared between DieHard and the replica.qj e it is amortized because this processing occurs in 4K chunks.
After all /O redirection is established, each replica begins exe- ;4 importantly, voting is only triggered by 1/0, which is already
cution, receiving copies of standard input from the main DieHard expensive, and d,oes not interfere with computa’tion
pro\t/:\t/a;_ls. the stand-al . f DieHard ks f A disadvantage of the barrier synchronization employed here is
Itﬁ € T’ ant aagneHveésmnhqt tle agl wor St or ?m{ Pro- - that an erroneous replica could theoretically enter an infinite loop,
gram, i rep |cate r 1e ﬁr af[(l: lec udret 0€s _ntc_) a_?ﬁ y o pro; which would cause the entire program to hang because barrier syn-
grarlns w tosfe ou ‘z“ 'St":j etre? ydnogbﬁl&rmt'nl's Ic. The Cd“”tint chronization would never occur. There are two approaches that one
impiementation IS targeted at standar ~Style commands that .o, tae: use a timer to kill replicas that take too long to arrive at the
read from standard input and write to standard output. Also, while 5 ier “or ignore the problem, the approach we take. Establishing
we intend to support programs that modify the filesystem or per- 4510 nriate waiting time would solve the problem of consensus

form network 1/O, these are not supported by the current version of ; ; ; i Prp
. ' 4 U . in the presence of Byzantine failures, which is undecidabt
the replicated system. We leave the use of DieHard replication with P Y B

interactive applications as future work. 6. Analysis
5.2 \Voting While DieHard is immune from heap corruption caused by dou-
ble frees, invalid frees, and heap metadata overwrites, its immunity
from other memory errors is probabilistic. In this section, we quan-
tify the probabilistic memory safety provided by both the stand-
alone and replicated versions of DieHard. We derive equations that
provide lower bounds on the likelihood of avoiding buffer overflow
and dangling pointer errors, and detecting uninitialized reads.

DieHard manages output from the replicas by periodically synchro-
nizing at barriers. Whenever all currently-live replicas terminate or
fill their output buffers (currently 4K each, the unit of transfer of

a pipe), thevoter compares the contents of each replica’s output
buffer. If all agree, then the contents of one of the buffers is sent to

Staﬂdard OUtprt' anﬁi efx?]cutt)io# proceeds as normaIH | We use the following notation throughout the analyses. Recall
owever, it not all of the buffers agree, it means that atleast one ;1 genotes the constant factor by which the heap is multiplied

of the replicas has an error. The voter then chooses an output buffety o aximum live size of the application. We useo denote the

agreed upon by at least two replicas and sends that to standard OUt umber of replicasH the maximum heap sizé, the maximum
Two replic_as suffice, because the odds are slim that two randomizedj o gjze L < H/M), andF the remaining free spacéd( L).
replicas with memory errors would return the same result. Figurel depicts these variables graphically. When analyzing buffer

Any non-agreeing replicas have either exited abnormally before o fiows. we us®© to stand for the number of objects’ worth of
filling t_heir output buffers, or produced different output. Whenever bytes ove'rflowed (e.g., a 16-byte overflow could overw@te- 2
%-byte objects). For dangling pointer errors, we Ade denote the
number of allocations that have taken place after a premature call
tofree .

We make a simplifying and conservative assumption in these
analyses that all object requests are for a specific size class. This
approach is conservative because the separation of different size
classes improves the odds of avoiding memory errors.

Note that the analyses below quantify the probability of avoid-
ing a single error of a given type. One can calculate the probability
of avoiding multiple errors by multiplying the probabilities of each
error, but this depends on an assumption of independence that may

number of currently-live replicas. A replica that has generated
anomalous output is no longer useful since it has entered into
an undefined state. Our current implementation kills such failed
replicas and decreases the currently-live replica count. To further
improve availability, we plan to replace failed replicas with a copy
of one of the “good” replicas with its random number generation
seed set to a different value.

3 not hold. Also, these results only hold for objects smaller than 16K
seed replica, in size, because larger objects are managed separately as described
in Section4.1
input . output
seed replica, 6.1 Masking Buffer Overflows
In this section, we derive the probability of masking buffer over-
broadcast | seed replica3 vate flows. While buffer overflows are generally writes just beyond an
allocated object, for our analysis, we model a buffer overflow as
execute a write to any location in the heap. If a buffer overflow does not
randomized ; overwrite any live data in at least one replica’s heap, we say that
replicas the buffer overflow has been successfutiasked The following

formula gives the probability of successfully masking a buffer over-
Figure 3. The replicated DieHard architecture. Input is broad- flow.

cast to multiple replicas, each equipped with a different, fully-

randomized memory manager. Output is only committed when at

least two replicas agree on the result.



Probability of Avoiding Buffer Overflow Probability of Avoiding Dangling Pointer Error
@1/8 full W1/4 full O1/2 full @100 allocs M1000 allocs 010,000 allocs
100% 100% 1
90% — — — 90%
80% 80% -
o 70% 1 — — — — o 70% 1
= 60% A = 60% -
E 50% - E 50% -
DQ_ 40% - ng_ 40% 1
30% + 30% -
20% — — — — 20% — — — — —
10% 10% -
0% +— = 0% — =
1 2 3 4 5 6 8 16 32 64 128 256
Replicas Object size (bytes)
(a) Probability of masking single-object buffer overflows for varying (b) Probability of masking dangling pointer errarsing the stand-alone
replicas and degrees of heap fullness. version of DieHardin its default configuration, for varying object sizes

and intervening allocations.

Figure 4. Probabilities of avoiding buffer overflows and dangling pointer errors.

Theorem 1. Let OverflowedObjects be the number of live objects Proof. The prematurely freed object is indexed by one of the
overwritten by a buffer overflow. Then the probability of masking a F/Sbits in the allocation bitmap for its size class. The odds of a

buffer overflow is new allocation not overwriting that object are tHgd— 1)/Q. As-
ok sume that after each allocation, we do not free an object: this is the
P(OverflowedObjects=0) = 1— [1— (5) ] . worst case. After the second allocation, the odds(@e 1)/Q

(Q—2)/(Q—1) = (Q—2)/Q. In general, afteA allocations, the
probability of not having overwritten a particular slo{f3—A)/Q.
) - ) ) The probability that no replica has overwritten a particular ob-
Proof. The odds ofD objects overwriting at least one live objectare ject after A allocations is then one minus the odds of all of the
1 minus the odds of them overwriting no live objects, ef ag)o. replicas overwriting that object, or4 (1— (Q—A)/QK =1—
Masking the buffer overflow requires that at least one of khe (o /(F/g))k,
replicas not overwrite any live objects, which is the same as 1
minus all of them overwriting at least one live object =11 — This result shows that DieHard is robust against dangling
(5)0)". O pointer errors, especially for small objects. Using the default con-
o ) ) ~ figuration, the stand-alone version of DieHard has greater than a
Probabilistic memory safety provides good protection against 99,50 chance of masking an 8-byte object that was freed 10,000
modest buffer overflows. Whenever the heap is large relative to the 5)|ocations too soon. Figur(b) shows the probabilities of avoid-

maximum amount of live memory, the likelihood of masking an ing dangling pointer errors for different object sizes and numbers
error increases. For example, when the heap is no more ##&n 1  of intervening allocations.

full, DieHard in stand-alone mode provides an 87.5% chance of

masking a single-object overflow, while three replicas avoids such 6.3 Detecting uninitialized reads

errors with greater than 99% probability. Figut€a) shows the — \ye say that DieHard detects an uninitialized read when it causes all
probablllty of protecting against overflows for different numbers of the replicas to differ on their output, leading to termination. An
of replicas and degrees of heap fullness. uninitialized read is a use of memory obtained from an allocation
before it has been initialized. If an application relies on values read
from this memory, then its behavior will eventually reflect this use.

A dangling pointer error occurs when an object s freed prematurely Wwe assume that uninitialized memory reads are either benign or
and its contents are overwritten by another object. Suppose that thepropagate to output.

ObjeCt should have been fre@dllocations later than it was; that iS, The odds of detecting such a read thus depend both on how
the call tofree  should have happened at some point after the next much use the application makes of the uninitialized memory, and
Acalls tomalloc but before theA + 1th call. AVOiding a dangling its resumng impact on the output. An app"cation couliien the
pointer error is thus the likelihood that the object's contents are not yninitialized data arbitarily, outputting the data in an infinite loop.
overwritten afterA intervening allocations: On the other end of the spectrum, an application migtitow the

Theorem 2. Let Overwrites be the number of times that a partic- dat@ by outputting just one bit based on the contents of the entire
ular freed object of size S gets overwritten by one of the next A uninitialized region. For example, it could output an ‘A’ if the first

allocations. Then the probability of this object being intact after A bit in the region was a 0, and ‘a’ if it was 1. ) )
allocations, assuming A F /S, is: If we assume that the application generates just one bit of output

based on every bit in the uninitialized area of memory, we get the
following result:

6.2 Masking Dangling Pointers

A \K
P(O ites=0) > 1-(—=]| .
(Overwrites =0) > (F/S>



Theorem 3. The probability of detecting an uninitialized read of compiled at the highest optimization level on all platforms. Tim-

B bits in k replicas in anon-narrowingnon-wideningcomputation ings are performed while the systems are quiescent. We report the
is: average of five runs after one warm-up run; observed variances are
below 1%.
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P(Detect uninitialized read) = ——z———=.
(22 -k)2 7.2.1 Linux

On Linux, we compare both DieHard and the Boehm-Demers-
Proof. For DieHard to detect an uninitialized read, all replicas must Weiser collector to the default GNU libc allocator, a variant of the
disagree on the result stemming from the read. In other words, Lea allocator $5]. The Boehm-Demers-Weiser collector is used

all replicas must have filled in the uninitialized region of length for comparison because it represents an alternative trade-off in the
B with a differentB-bit number. There aré®numbers of lengtiB, design space between space, execution time, and safety guarantees.
andk replicas yields Bk possible combinations of these numbers. Figure 5(a) shows that, for the allocation-intensive benchmarks,
There arg2B)! /(2B —k)! ways of selecting differer-bit numbers DieHard suffers a performance penalty ranging from 16.5% to 63%
across the replicas (assumirfgy 2 k). We thus have a likelihood of (geometric mean: 40%). Its overhead is thus comparable to that

detecting an uninitalized read (2B1) /(2B — k)12Bk O suffered by the Boehm-Demers-Weiser collector (2% to 59.7%,
' o geometric mean 25.8%).
Interestingly, in this case, replicas slightly lower the likelihood However, DieHard's runtime overhead is substantially lower for

of memory safety. For example, the probability of detecting an most of the SPECint2000 benchmarks. The geometric mean of Die-

uninitialized read of one byte across two replicas is 87.5%, while Hard’s overhead is 12%. DieHard degrades performance substan-

for three replicas, it drops to 65.6%. However, this has little prac- tially for two applications:253.perlbmk (48.8%) and300.twolf

tical impact for reads of more data. The odds of not detecting an (109%). The 253.perlomk benchmark is allocation-intensive,

uninitialized read of 32 bits drops from one in ten billion for two ~ spending around 12.5% of its execution doing memory operations,

replicas to one in one hundred million for three replicas. and this highlights both DieHard’s and Boehm-Demers-Weiser’s
DieHard’s effectiveness at finding uninitialized reads makes it runtime overhead (13.4%). However, tB80.twolf overhead is

useful as an error-detecting tool during development. During ex- due not to the cost of allocation but to TLB miss&80.twolf

periments for this paper, we discovered uninitialized reads in sev- uses a wide range of object sizes, so in DieHard, accesses to these

eral benchmarks. The replicated version of DieHard typically ter- objects are spread over many size class partitions.

minated in several seconds. We verified these uninitalized read er-

rors with Valgrind, which ran approximately two orders of magni-

tude slower. 7.2.2 Windows

. To evaluate the effect of different default allocators and compil-
7. Experimental Results ers on DieHard’s overhead, we ran the allocation-intensive bench-

We first measure the runtime impact of the DieHard memory man- Marks on Windows XP. Figurg(b) presents execution time results
ager on a suite of benchmark applications. We then empirically for these benchmarks. ) )
evaluate its effectiveness at avoiding both injected faults and actual ~ The results on Windows XP are far different than for Linux:

bugs. the geometric mean of performance for these allocation-intensive
benchmarks with DieHard is effectively the same as with the de-
7.1 Benchmarks fault allocator. DieHardmprovesruntime performance faoboop

; , ; ; by 19%,espresso by 8.2%, anctfrac by 6.4%. Onlylindsay and
We evaluate DieHard's performance with both the full SPECint2000 p2¢ perform slower. by 13.6% and 22.5% respectively.

suite [36] running reference workloads, as well as a suite of . ) .
allocation-intensive benchmarks. These benchmarks perform be- We attribute these results to two factors: first, the default Win-
) ows XP allocator is substantially slower than the Lea allocator.

tween 100,000 and 1,700,000 memory operations per second (seg X ; .
Berger, Zorn and McKinley ] for a detailed description). We econd, Visual Studio produces much faster code for DieHard than
! ) pg++ does. DieHard is written in modular C++ code with many

include these benchmarks both because they are widely used i -, i s
memory management studies (e.gs, | 1) and because their small methods, and Visual Studio’s better inlining heuristics and
Y backend code generator combine to substantially improve Die-

unusually high allocation-intensity stresses memory management ;
Hard'’s performance.

performance.

In all of our experiments, we set the default heap size for
DieHard to 384MB. This is larger than necessary for nearly all of ) ) )
the applications we measure here, but ensures consistency in our-2.3 Solaris: Replicated Experiments
results. To quantify the overhead of the replicated framework and ver-

ify its scalability, we measure running time with sixteen repli-
7.2 Overhead cas on a 16-way Sun server. We ran these experiments with the
We run our benchmarks on three different platforms: Linux, Win- allocation-intensive benchmark suite, except fiodsay, which
dows XP, and Solaris. The Linux platform is a dual-processor Intel has an uninitialized read error detected by DieHard. Due to lack
Xeon system with each 3.06GHz processor (hyperthreading active)of space, we summarize the results: running 16 replicas simul-
equipped with 512K L2 caches and with 3 gigabytes of RAM. All taneously increases runtime by approximately 50% versus run-
code on Linux is compiled with g++ version 4.0.2. The Windows ning a single replica with the replicated version of the runtime
XP platform is a Pentium 4 system running at 3.20GHz witha 512K (libdiehard  _r.so ). Part of this cost is due to process cre-
L2 cache and 2 gigabytes of RAM. All code on Windows is com- ation, which longer-running benchmarks would amortize. This re-
piled using Visual Studio 7. The Solaris platform is a Sun SunFire sult shows that while voting and interprocess communication im-
6800 server, with 16 900MHz UltraSparc v9 processors and 16 gi- pose some overhead, the replicated framework scales to a large
gabytes of RAM; code there is compiled with g++ 3.2. All code is number of processors.
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Figure 5. Runtime performance on Linux and Windows XP.

7.3 Error Avoidance

We evaluate DieHard’s effectiveness at avoiding both artificially-
injected bugs and actual bugs in a real application, the Squid we
caching server.

7.3.1 Fault Injection

input and running with either the GNU libc allocator or the Boehm-
Demers-Weiser collector, Squid crashes with a segmentation fault.

b Using DieHard in stand-alone mode, the overflow has no effect.

8. Related Work

In this section, we use two libraries we have developed that allow
us to inject memory errors into unaltered applications running on This section describes related work in software engineering, mem-
UNIX platforms. We can thus explore the resilience of different ory management, approaches to address security vulnerabilities,

runtime systems to memory errors including buffer overflows and
dangling pointers.
We first run the application with a tracing allocator that gen-

failure masking, fail-stop, debugging and testing.
Our approach is inspired by-version programmingin which
independent programmers produce variants of a desired pro-

erates an allocation log. Whenever an object is freed, the library gram [2]. WhereasN-version programming relies on a conjecture
outputs a pair, indicating when the object was allocated and when of independence across programmers to reduce the likelihood of

it was freed (both in allocation time). We then sort the log by al-
location time and use a fault-injection library that sits between the
application and the memory allocator. The fault injector triggers er-

errors, DieHard provides hard analytical guarantees.
Memory management approachedypical runtime systems
sacrific robustness in favor of providing fast allocation with low

rors probabistically, based on the requested frequencies. To triggerfragmentation. Most implementations ofalloc , including the
an underflow, it requests less memory from the underlying allocator widely-used Lea allocator included in the GNU C libragy], are
than was requested by the application. To trigger a dangling pointer susceptible to both double frees and heap corruption caused by

error, it uses the log to invokizee on an object before it is ac-

buffer overflows. However, some explicit memory managers and

tually freed by the application, and ignores the subsequent (actual)conservative garbage collectors do employ techniques to improve

call to free this object. The fault injector only inserts dangling
pointer errors for small object requests 16K).

We verified DieHard’s resilience by injecting errors in the
espresso benchmark, and running it ten times with the default
allocator and with DieHard. We first introduced dangling pointers
of frequency of 50% with distance 10: that is, one out of every
two objects is freed ten allocations too early. This high error rate
preventespresso from running to completion with the default al-

locator in any of our runs. However, even in the face of such errors,

DieHard allowedespresso to run correctly in 9 out of 10 runs.
We then injected buffer overflow errors at a 1% rate (1 out of

application robustness§[37]. Garbage collection requires a signif-
icant amount of space to achieve reasonable performance (3X-5X
more thanmalloc /free ) [20, 41]. DieHard ignores double and
invalid frees and segregates metadata from the heap to avoid over-
writes, but unlike the Boehm-Demers-Weiser collector, its avoid-
ance of dangling pointers is probabilistic rather than absolute. Un-
like previous memory managers, DieHard provides protection of
heap data (not just metadata) from buffer overflows, and can detect
uninitialized reads.

The technique of avoiding per-object headers is sometimes re-
ferred to as a BIBOP-style organization (“Big Bag of Pagesi)

every 100 allocations), under-allocating object requests of 32 bytesand has been employed by many memory managers, including the

or more by 4 bytes. With the default allocatespresso crashes
in 9 out of 10 runs and enters an infinite loop in the tenth. With
DieHard, it runs successfully in all 10 of 10 runs.

Real Faults

We also tested DieHard on an actual buggy application. Version randomization[7,

Boehm-Demers-Weiser conservative garbage colleéjaarid the
Hoard multiprocessor memory allocatéi.[

Security vulnerabilities:Previous efforts to reduce vulnerabil-
ity to heap-based security attacks randomize the base address of the
heap, a technique known somewhat misleadinglgiddress space
]. This randomization provides little protec-

2.3s5 of the Squid web cache server has a buffer overflow error tion from heap-based attacks on 32-bit platforms].[ Although

that can be triggered by an ill-formed input. When faced with this

protection from security vulnerabilities is not its intended goal,



DieHard makes it difficult for an attacker to predict the layout or inthe Squid web cache server, an application used in other program

adjacency of objects in any replica. correctness studies.
Failure masking: Several researchers have proposed unsound  The DieHard runtime system tolerates heap errors but does not
techniques that can prevent programs from crashing 3o, 31]. prevent safety errors based on stack corruption. We believe that

Automatic pool allocatiosegregates objects into pools of the same with compiler support, the ideas proven successful in DieHard
type, thus ensuring that dangling pointers are always overwrit- could be used to improve error tolerance on the stack and also in
ten only by objects of the same typ&l1]. While this approach object field references. We plan to investigate the effectiveness of
yields type safety, the resulting program behavior is unpredictable. this approach in future work.
Failure-oblivious computing allows programs to continue to run The current implementation of DieHard has limitations that we
by ignoring illegal writes and manufacturing values for reads of believe future work can overcome. The DieHard algorithm as im-
uninitialized areas{1]. These actions impose as high as 8X per- plemented initializes the heap based on the maximum size the heap
formance overhead and can lead to incorrect program execution.will eventually grow to. We plan to investigate an adaptive version
Rx uses checkpointing and logging in conjunction with a version- of DieHard that grows memory regions dynamically as objects are
ing file system to recover fromhetectableerrors, especially crashes.  allocated. Other ways of reducing the memory requirements of Die-
After a crash, Rx rolls back the application and restarts with an al- Hard include selectively applying the technique to particular size
locator that selectively ignores double frees, zero-fills buffers, pads classes, allocation pools, object types, and/or object instances.
object requests, and defers freés][ Because Rx relies on check- One limitation of the replicated form of DieHard is its inabil-
pointing and rollback-based recovery, it is not suitable for applica- ity to work with programs that generate non-deterministic output
tions whose effects cannot be rolled back. It is also unsound: Rx or output related to environmental factors (e.g., time-of-day, per-
cannot detedatenterrors that lead to incorrect program execution formance counters, interactive events, etc.) In the future, we hope
rather than crashes. to better characterize program output so that these kinds of irrepro-

Fail-stop approaches:A number of approaches that attempt ducible results can be recognized and factored.
to provide type and memory safety for C (or C-like) programs Beyond error tolerance, DieHard also can be used to debug
are fail-stop, aborting program execution upon detecting an er- memory corruption. By differencing the heaps of correct and in-
ror [1, 3, 27, 39, 40]. We discuss two representative examples: correct executions of applications, it may be possible to pinpoint
Cyclone and CCured. Cyclone augments C with an advanced typethe exact locations of memory errors and report these as part of a
system that allows programmers direct but safe control over mem- crash dump (in our case, without the crash).
ory [21]. CCured instruments code with runtime checks that dy- Improving the security and reliability of programs written in C
namically ensure memory safety and uses static analysis to removeand C++ is recognized by the research community as an important
checks from places where memory errors cannot occgr YWhile priority and many approaches have been suggested. In this paper,
Cyclone uses region-based memory managemeitCCured re- we present a unique and effective approach to soundly tolerating
lies on the BDW garbage collector to protect against double frees memory errors in unsafe programs without requiring the programs
and dangling pointers. Unlike DieHard, which works with bina- be rewritten or even recompiled. Like garbage collection, DieHard
ries and supports any language using explicit allocation, both Cy- represents a new and interesting alternative in the broad design
clone and CCured operate on an extended version of C source codepace that trades off CPU performance, memory utilization, and
that typically requires manual programmer intervention. Both abort program correctness.
program execution when detecting buffer overflows or other errors,
while DieHard can often avoid them.

Debugging and testingTools like Purify [ ] and Valgrindpg] ~ ~\CKnowledgments
use binary rewriting or emulation to dynamically detect memory The authors would like to thank Mike Barnett, Mike Bond, Mark
errors in unaltered programs. However, these often impose pro-Corner, Trishul Chilimbi, Mike Hicks, Daniel Jigmez, David
hibitive runtime overheads (2-25X) and space costs (around 10X) Jensen, Scott Kaplan, Brian Levine, Andrew McCallum, David
and are thus only suitable during testing. SWATF][uses sampling Notkin, and Gene Novark for their helpful comments. Thanks also
to detect memory leaks at runtime with little overhead (around 5%), to Shan Lu and Yuanyuan Zhou for providing us the buggy inputs

and could be employed in conjunction with DieHard. for Squid.
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